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ABSTRACT

The aim of this project is to design, plan and implement a working model of a
gate with valid authentication mechanism to access a building, achieved by understanding
how RFID works, the components required for the project and how it relates to the
problem and creating a security framework with a gate utilizing RFID system that can

influence, validate, and authorize the client and open the gate for secure access.

In conclusion, this study designed and implemented an automated gate system that solves the
challenges of traditional methods and enforcing security. Future works in this area be done to
integrate into schools, businesses, organisations and all places requiring access to sensitive
information, biometric authentication can be used to improve security where needed,

renewable sources of energy can supplement power in the case of an outage.

Also, this system can be merged with machine learning algorithms for vehicle

identification via license plate. Also, this system can be merged with machine
learning algorithms for vehicle

identification via license plate.



CHAPTER ONE

INTRODUCTION

1.1 Background of Study

Radio Frequency Identification Devices (RFID) are devices to identify radio waves.
(Meghdadi, 2020). Radio Frequency Identification is a technology that has roots as far as
World War 11. At the time, radar was effective but identifying returning planes was a
problem. German plane pilots discovered radio signal reflected would change if the
planes rolled on their backs, it worked and served its purpose. It is the first passive RFID
system.

RFID, is a central and cheap innovation that empowers remote information transmission.
This innovation has not been all the time utilized as a part of industry because of absence
of institutionalization among the assembling organizations prior.

(Asha, 2018)

Residences, organizations, corporations, military bases, etc. are places needing constant
access by individuals i.e., members and non-members alike. These places may also serve
as a repository for various confidential data that can be controlled and restricted to only
authorized members of the respective authority, so they must be well secured. RFID
automated systems like an automated gate accurately saves time by allowing already

verified people gain immediate access and ease of movement.



In Mountain Top University (MTU), for example, a security officer is stationed at a gate
throughout the day, whose responsibility is to verify every vehicle and person wanting to
gain entry or exit the university premises. To solve this problem, a RFID tag reader,
RFID tag, microcontroller is used, RFID tags are installed in the vehicles of all authorized
personnel in organization and authorized personnel without vehicles. When these vehicles
or individual approach the gate, the RFID tag is activated, recognized by the reader and
accessed through the microcontroller which sends a signal to the gate servo and the gate
is opened automatically. A webpage for management of the system collects information
from the tag reader and updates the webpage with logs which can be generated through

reports.

This project focuses on an RFID-enabled unmanned gate security system, RFID
automated gates are not something we see much of, especially in residential areas and
most schools. For this project, | present a fully automated gate that can be controlled and
accessed anywhere. RFID works on this basic concept: A signal is sent to a transponder,
which wakes up and either reflects back a signal (passive system) or broadcasts a signal
(active system). An RFID tag is a small electronic device consisting of a small chip and
an antenna. RFID generates a distinguishing feature that is unique and can be
distinguished from others. RFID can be read by readers, just like a barcode or a magnetic

stripe, and information can be received or modified through them.



1.2 Statement of the problem

Today, people are confronted with more security issues all over the world; security is now
the most important issue everywhere on the planet; as a result, security of everything is
becoming increasingly important as of late. Obtaining entry into buildings through gates
has mostly been done manually. With the various gate security frameworks that are
critical in fields like home, organization, business, and vehicle security where the likely
risks of invasion are increasing day by day. Previous research has been done on various
entryway bolt security frameworks, for example, conventional security frameworks that
give signs utilizing caution.

A security officer may be there to validate entry and this sometimes can be time
consuming, the vehicle may need to be searched, persons examined and deemed fit of
entry as the case may be. Heads of security can’t actually obtain a concise report on who
came and who left, accurate reports can’t be generated. Existing gates include tandem
gates, cantilever gates, slide gates, swing gates, barrier gates, and others.

Apart from these, there are hydraulic gates and other types that are commonly used. They
are mostly operated by hand. Later came automated systems that used microcontrollers
and RFID to open when a vehicle with a known tag approached. However, this system
consists of a microcontroller and a computer with a server which is very costly and not
used often.

These problems include:

Time delay: Depending on levels of security in an organization, the time delay of having
a security officer validate and clear someone for entry is far greater than an automated

system.



. Risk of compromise: A security officer poses a risk of being compromised in aiding
unauthorized activities against an organization.
Little or no reports: Little or no reports on who comes and leaves the organization.

. High cost: High cost of server, microcontroller and server.

Health issues: Health issues of security officer.

1.3 Aims and Objectives

The aim of this project work is to design, plan and implement a working model of a gate
with authorization where a credible individual can gain secure access using RFID in
conjunction with Internet of Things (loT). This aim will be achieved through the
following objectives:

Understanding how RFID works, the components required for the project and how it
relates to the problem.

creating a security framework with a gate utilizing RFID system that can influence,

validate, and authorize the client and open the gate for secure access.

1.4 Proposed Methodology

A vehicle that needs to be authorized has an RFID tag with a unique number attached to
it. When the vehicle approaches the gate, the RFID reader then reads the code and sends a

signal to the microcontroller; A mini processor that serves as both a microcontroller and a



server which is replacing previously used microcontrollers, which checks for the
corresponding details of the unique number and sends a message to the motor, which
opens the gate if it matches the saved data in the database. The motor is programmed to
open the gate for a specific time and then close it, but if the vehicle pauses in front of the
gate for longer than the required time, the IR sensor reacts immediately, detecting a block
in its path and keeping the gate open until the vehicle passes. The IN and OUT times of
each vehicle and individual that enters the area are saved in a database sent to a

webserver, allowing us to access those details from any location that uses 10T.

1.5 Scope and Limitation

This project investigates how RFID technology can be used for MTU, and will only cover
the design and deployment of a small-scale model of an automated gate system using

RFID technology.

1.6 Significance of Study

This research is being conducted primarily to address the increased need for security in
Nigerian companies, businesses, schools and homes providing a solution saving cost,
time and preserving life and property as the case may be. The benefits of RFID gate

automation include:



a. Saving time and money through automation:

RFID applications automatically log, send reports, and authorize, eliminating the need for
manual form filling and replacing outdated spreadsheets, as well as worker remuneration.

b. Improving data accuracy and availability:

RFID eliminates data duplication errors, incorrect data, and "missing data" because data
is collected and uploaded electronically. The use of cloud technologies enables the

organization to see the most recent data on reported entry and exit.

c. Enhanced quality and traceability:

Without the need for traditional manual intervention, RFID systems can ensure that
individuals and vehicles have gone through the proper checks and processes.

d. More in-depth management information:

RFID enables real-time data capture, which provides improved management information
for planning and operational purposes. These insights can be used by businesses to drive

further efficiency improvements.

1.7 Definition of terms

RFID: RFID is an acronym for “radio-frequency identification” and refers to a
technology whereby digital data encoded in RFID tags or smart labels (defined below)

are captured by a reader via radio waves.



Webserver: A web server is server software, or a system of one or more computers
dedicated to running this software, that can satisfy client HTTP requests on the public

World Wide Web or also on private LANs and WANS.

IR sensor: An infrared (IR) sensor is an electronic device that measures and detects

infrared radiation in its surrounding environment.

GSM: The Global System for Mobile Communications (GSM) is a standard developed
by the European Telecommunications Standards Institute (ETSI) to describe the protocols
for second-generation (2G) digital cellular networks used by mobile devices such as
mobile phones and tablets.

Raspberry Pi: The Raspberry Pi is a low cost, credit-card sized computer that plugs into

a computer monitor or TV, and uses a standard keyboard and mouse.



CHAPTER TWO

LITERATURE REVIEW

2.1 Access Management

Access management (AM) is the process of identifying, tracking, controlling and
managing authorized or specified users' access to a system, application or any IT instance

(Techopedia, 2021).

The fundamental goal of access management is to provide access only to those who are
permitted within a location, including but limited to large organisations such as apartment

complexes, industrial areas, and the military.

These buildings contain a wealth of secret data that may be guarded and granted access
only to those with authorised access. The most important safety consideration for a
company is the quality of its entrance security system, because any staff or customers
who enter the industry or apartment have to pass through these entryways. This means

that they must be kept an eye on.

2.1.1 Types of Access Management

. Non-automated Access Management

. Automated Access Management

a. Non-Automated Access:



This refers to the traditional means of getting access into an information sensitive location
which can as well be a residential area, industry, corporate environment and so on. A
form of physical security used to limit or enable entry to a certain area or building is
referred to as access control systems. They are most frequently installed to provide
protection against vandalism, theft, and trespassing for businesses and other assets. They
are especially beneficial in establishments that demand a greater level of security and
protection.

Components of non-automated access:

Security guard or personnel: Also known as a protective agent is a specially trained
individual employed by a government or private party to protect the property, people,
and/or equipment of the company (corporation, firm, organisation, or other type of entity)
from various hazards (destruction, injury) by making frequent patrols and using other
appropriate methods to deter illegal and inappropriate activities.

Collapsible traffic-teeth or metal spikes: Using a directional spike system, this directional
traffic system directs traffic in one direction. The car may be allowed admission or denied
and if admitted, the only way to drive is in one direction, other substantial tyre damage.
Identification card: An ID card verifies that the person presenting it is who they claim to
be. You can utilise it to find more information, such as an application form. IDs issued by
legitimate government agencies, such as state or federal, are valid. For example, drivers',

military, and passport licences.

Radio communication: The use of two-way radio equipment to exchange information.
For security purposes, a person must contact security beforehand or they will be radioed

in after their identification has been verified.



b. Automated access:

Using technology to strengthen security is referred to as "automated access.”" Automated
access bridges the gap between automation that does not include the user (automated
access that is not human-assisted) and automation that does involve the user (human
assisted automation). The method is virtually fool proof. Although it is not enough on its
own, it can be relied on to accomplish what it was built to do, the way it was built to do it,
consistently, with the use of monitoring and maintenance, and used in tandem with
qualified security personnel, it can be a tremendous asset to reinforcing security.
Components of automated access:

Biometrics.

Gate intercom systems.

Radio Frequency Identification (RFID) access control systems.

Gate keypad entry system.

Vehicle detection systems.

Cell phone gate access systems.

Surveillance systems.

Bar codes and Quick Response (QR) codes.

10



Biometrics: The human body is used as a form of identification. Biometric

authentication includes fingerprint scans, retina scans, and voice recognition.

Gate intercom systems: A gate intercom system is a security solution that enables
tenants to communicate with visitors and let them in remotely via the gate, a control
panel and a wireless intercom system

Visitors can utilise the base station to contact other renters and gain entry to the facility.
Substations are the equipment that renters use to react to calls and unlock the gate
remotely. Using hardware or residents' smartphones to install substations is permissible.
RFID access control systems: RFID is commonly used in access control for doors, but
the most frequently seen application is for staff entrance cards and also vehicles. In this
instance, RFID-enabled badges are commonly used to identify employees, acting as a
fundamental system for businesses and industries that utilise access control systems.

Gate keypad entry systems: Easy and efficient control of entrance to property or
building can be achieved using wireless keypads for electric gates. This password system
offers quick access for appropriate personnel while ensuring that lost or stolen keys or
key cards do not happen.

Vehicle detection systems: Such systems have significant detection capabilities,
precision, and versatility when it comes to detection kinds, such as speed, vehicle counts,
vehicle classification, wrong-way vehicles, and accidents. The entire system, whether it is
a subsystem like traffic flow control, or a main component like the central control room,

has many subsystems.

11



f. Surveillance systems: The systems range from simple security cameras to complicated
alarm systems. Security cameras can be installed in public spaces as a deterrent. This will

help to monitor the presence and logs of entry and exit.

g. Barcodes and QR codes: This technology can be used to provide a method of
authentication that verifies the authenticity of a source by scanning a barcode or QR code

that contains a user's data.

2.2 Automation

Automation: the creation and application of technologies to produce and deliver goods and
services with minimal human intervention. The implementation of automation
technologies, techniques and processes improve the efficiency, reliability, and/or speed of

many tasks that were previously performed by humans (Techopedia, 2021)

Automation is the industrial word given to the greater use of automated devices and
controls in mechanised production lines by D.S. Harder, engineering manager of Ford
Motor Company in 1946. A lot of people use the phrase, but outside of manufacturing, it
has a range of other systems where human effort and intellect are replaced by a

substitution of mechanical, electrical, or electronic activity.

Automation began in the early part of the industrial revolution, around the year 1790 to

1840, with industrial machinery and equipment, The Analytical Engine, designed by

Charles Babbage in 1837, acquired the nickname “computer”.

Automation has greatly advanced the digital age and has brought about better efficiency

and output of work done. Machines, built with humanity's goal of automating chores, can

12



accomplish an astounding diversity of work. Our distant ancestors would have been
amazed to know that semi-autonomous robots can now do chores like washing plates,
cleaning, laundry and can even accomplish more impressive tasks like space travel.
Automated data extraction and interpretation, as well as advanced predictive modelling,
are enabled by machine learning. Over the next few years, new biotechnology,
nanotechnology, quantum computing, artificial intelligence, and 3D printing technologies
will enable faster advances in automation. The combination of natural language
processing and artificial intelligence has given us virtual assistants and chatbots, and has

allowed Artificial Intelligence (Al) to generate newspaper articles and drive our cars.

2.2.1 History of Automation

The true history of automation starts far closer than Aristotle and Socrates (Al, 2021)

Prehistoric man's efforts to manage his own physical strength using human intelligence
are exemplified by the first tools fashioned of stone. During the millennia, new
technologies such as the wheel, lever, and pulley were developed, resulting in an increase
in the power of human muscle. This advancement was the invention of machinery that
was no longer dependent on human strength to work. A few waterwheels, windmills, and

small steam-driven devices are all examples of these machines.

13



Automated timekeeping has been in use in ancient Babylon and Egypt since 1500 BCE
thanks to water and shadow clocks. As early as the 4th century BCE, Egypt utilised the

automation of water wheels to gather water for agricultural purposes.

Control and fail-safe systems that we use now owe a lot to different outdated automated
fountains, automatic flute players, and other controls and valves that were constructed

many years ago.

The widespread manufacturing of printed books began when Gutenberg's moveable type

printing machine was invented in 1439.

When French mathematician Blaise Pascal developed his mechanical calculator in 1645,

he paved the way for more recent breakthroughs in computing technology.

The first continuously-rotated steam engine was built by James Watt in 1776.

In 1784, the British engineer Edmund Cartwright created the power loom, which

drastically reduced the amount of work needed to produce intricate fabrics.

In early 1900s, Czech playwright Karel Capek invented the term robot in his play,

Rossum's Universal Robots, describing working machines with artificial intelligence.
Capek invented the term robot takeover, and his play is considered the first appearance of
the concept in literature. Robots began to appear at the same time as science fiction

became popular.

1939 marked a crucial moment in the history of automation, as the first physical robot,
ELEKTRO, was put on exhibit at the World's Fair. He could move with human orders,

light cigarettes, and inflate balloons.

14



The assembly line implemented by Henry Ford in 1913 revolutionised mass production.

Bell telephone company began to use automatic switchboards for telephones in 1919.

Completing the Colossus in 1943 was essential for Britain during World War Il because it

helped them defeat German encryption.

In the late 1970s and early 1980s, we found ourselves in the Information Age due to the

significant increase in the availability of personal computers.

2.2.2 Impact of Automation in Society

In recent times, people have been advocating for the benefits of automation in various
fields, including labour unions, company executives, politicians, and college academics.
This is perhaps the most controversial debate: people are concerned about how
automation will affect jobs. While other significant effects of automation include its
impact on productivity, the economy, education, and quality of life, automation has an

influence on all of these issues.

Productivity: is defined as the ratio of the number of units of output produced by an
organisation to the number of units of labour input. As a result of an increase in
production rate and a reduction in labour content, automation boosts productivity. Over
the course of time, productivity gains have allowed companies to decrease the price of

items while simultaneously enhancing the standard of living for the general public.

15



Automation, robots, computer systems, and similar technologies have created new
concerns in regards to education and training. Due to automation, there is a dearth of
qualified technicians that can execute the technology proficiently. Due to the lack,
automated systems are moving at a slower pace. The lack of competent personnel in
automation technologies calls for a workforce development strategy to increase the
number of skilled technicians. Laboratories do not always have the most recent

technological equipment, which makes it difficult to train technicians in these disciplines.

While automation technology is traditionally applied in manufacturing, a great deal of
progress has been made in a variety of other industries, including telecommunications,

transportation, services, and consumer goods.

In communication, automation affects: telephone switching, local area networks,

communications satellites, and automated mail-sorting machines and more

Telephone switching: Was one of the earliest practical methods mechanical switches
operated manually that were remotely controlled by the telephone user via rotary dials or

push buttons.

The digital computers in modern telephone switching systems are the heart of the
systems. These computers monitor numerous phone lines, detect which lines need
service, record the digits of each phone number as it is dialled, set up the connections,

and transmit electrical signals to ring the receiver's phone.

Local Area Network (LAN): Like a local telephone company, a local area network

connects the computers in a single building or group of buildings. With regards to long
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range and high-speed transmission of speech and digital data, local area networks are
often capable of it.

Communication satellites: For long-distance communication with greater reach and
coverage than LAN’s, satellite communications systems are a necessity. Without these

automated guidance systems, communications such as these would not be conceivable.

Automated mail-sorting: A mail-sorting machine that reads and sorts the envelopes
according to the destination has been created for use in numerous post offices throughout
the world.
In transportation: Self-driving vehicles, airline reservation systems, autonomous pilots
in aircraft and locomotives, and urban mass-transit systems are just a few of the many
possibilities that can be implemented using the tech.
Tesla vehicles have sensors to monitor the road and the environment and are additionally
equipped with sensors to measure temperature, wind, tyre pressure and wheel spin. Al-
generated training data directs these sensors to guide passengers to drive with confidence
while not personally piloting the vehicle. All airline reservation systems enable ticket
agents at widely separated locations to know if seats are available on a flight in seconds.
The reservation system compares space requests with the current flight status and
automatically grants space when available. Passengers will have ample early notice when
their seat allocations are available.

Another implementation, called an automated pilot, is commonly found on most
commercial aircraft. Under normal flight conditions, these systems use orientation sensors
and various instruments to monitor and regulate the airplane's heading and orientation.

Appropriate control signals are also sent to the airplane’s steering gear. An instrument
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landing system (ILS) uses radio signals from beacons on the ground to guide aircraft to
their destination. On approach to the airport, the plane's human pilot assumes control in
the event of a traffic conflict.

A modern, automated rail transportation system features such transit systems as

BART (Bay Area Rapid Transit) in San Francisco, MARTA (Metropolitan

Atlanta Rapid Transit Authority) in Atlanta, and the Metro rail in Washington, D.C.
assures a safe distance between trains and controls speed, while controlling routing and
adjustments to keep the system on schedule.

In services: The variety of automated service industries encompasses everything from
health care to financial services, to governments, and retail businesses.

Healthcare: More and more automation, such as computer systems, is being used in
health care in order to boost services and alleviate the workload on medical staff. At
hospitals, each nursing care floor has computer terminals that track the status of each
patient, their medications, and other essential information.

Robotics: Robotics has the potential to be employed in future healthcare delivery
systems. Routine and repetitive duties are also an essential part of the job done at
hospitals by nurses, orderlies, and other professionals, such as janitors. Beds, linens, and
supplies can be handled more efficiently by robots since they do things like preparing

beds, delivering linens, and moving goods between places in the hospital.

Banking and Finance: Computers are a big part of automation for financial organisations,
especially when handling enormous numbers of papers and financial activities. Check

sorting is done using optical character recognition systems that use special alphanumeric
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characters (which seem like letters in disguise) to help identify checks. Bank balances are
calculated and recorded by nearly all financial organisations utilising computer systems.
Electronic banking systems, including ATMs, have been implemented by most major
banks. These automated tellers are conveniently located and let consumers do everyday
activities, including deposits, withdrawals, and balance inquiries, without the aid of bank
employees. Automated systems also conduct backend management of database and
internet banking activities. Automated credit card transactions have become popular. An
increasing number of restaurants, merchants, and other organisations are employing
automated systems that do credit card verification and creditworthiness checks in seconds
for customers who are waiting for a transaction to be finished.

Automated consumer products help the user in a wide range of ways, including tiny
appliances to automobiles. Almost all modern household appliances, including
microwaves, washing machines, dryers, refrigerators, and video recorders, incorporate a
microprocessor that serves as the computer controller for the equipment. The consumer
uses the controller to configure the appliance, such as setting the power level in irons,
dryers, and timers in toasters. In this instance, the user does not think of the method as
"programming a computer" because the device's programming is simply a matter of
following a set of pre-programmed buttons.

Automation is found in many consumer products, and automobiles are no exception.
These days, most vehicles have many microprocessors, such as fuel-air ratio

management, the clock, the radio, and temperature and cruise control.
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2.2.3 Advantages of Automation

Boost production rates and overall productivity.

. Automation is able to significantly cut the time it takes a human being to process and
deliver on the same task.

Increased process control enables greater material utilisation, reducing scrap.

decreasing the amount of human error.

Automated methods are less likely to introduce variations that produce inconsistent
quality.

Automated systems typically keep workers away from hazardous work areas, thus
protecting them from the hazards.

Reduction in the number of hours worked each week on average by factory workers

results from automation.

2.2.4 Disadvantages of Automation

High capital expenditure required to invest in automation (an automated system can cost
millions of dollars to design, fabricate, and install)

Higher level of maintenance needed

A generally lower degree of flexibility when it comes to possible products

Humans will become dependent on automation.

Workers may be displaced from their work, or from their geographic location.
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2.3 RFID

2.3.1 Introduction to RFID

RFID is a form of wireless communication that incorporates the use of electromagnetic or
electrostatic coupling in the radio frequency portion of the electromagnetic spectrum to
uniquely identify an object, animal or person (Amsler, 2021). RFID has evolved over a
long time from being a combination of radar and radio technology from World War 11 to
recently being available in the consumer market for various applications and uses due to

reduced cost and standardization in the industry.

2.3.2 History of RFID

RFID-like technology was utilised for the first-time during World War 11 (WWII). Sir

Robert Alexander Watson-Watt devised the radar in 1935, and was employed by the

American, British, and German militaries to warn of approaching planes during World
War Il. However, radar signals used to identify oncoming aircraft were unable to

distinguish whether the aircraft belonged to the Allies or Germany.

The Germans realized that rolling their planes as they returned to base caused the radio
signal to alternate. Mirrored back, this primitive method warned ground radar operators
that these were German planes, not Allied planes (this was the first passive RFID

system).
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RFID is based on the same principle. A signal is sent to a transponder, which responds

and either reflect (passively) or transmit the signal (actively).

The first technology was the Continuous Wave radio generation which was created in
1906 by Ernst F. W. Alexanderson. The second technology was the Radar device which
is thought to have been developed in 1922 and was utilised extensively in World War 11

(Landt, 2001).

On January 23, 1973, the first active RFID tag with rewritable memory was granted a
patent in the United States. A California entrepreneur named Charles Walton was granted
a patent for a passive transponder that may unlock a door without the usage of a key. Los
Alamos scientists who worked on the project left in the mid-1980s to start a company that
developed automated toll payment systems. These technologies are now commonplace on
roads and bridges all around the world. IBM developed and patented an ultra-high
frequency (UHF) RFID technology in the early 1990s. Because of the low volume of
sales and the lack of open, universal standards, the technology was pricey at the time.

Access control, payment systems, and contactless smart cards all employ 13.56 MHz

RFID technology today. They are also employed in automobiles as an anti-theft system.

An application of early RFID was used to tag cattle;

The Auto-ID Centre at the Massachusetts Institute of Technology was established in
1999, thanks to financing from the Uniform Code Council, EAN International, Procter &

Gamble, and Gillette.

David Brock and Sanjay Sarma, two professors at the university, have been doing

research on the potential of embedding low-cost RFID tags on all manufactured goods in

22



order to follow them throughout the supply chain. To keep the costs reasonable, they
decided to just place a serial number on the tag (a simple microchip storing little
information would be less expensive to produce than a more complex chip with more
memory). The data linked with the tag's serial number would be maintained in an online
database. Sarma and Brock fundamentally altered people's perceptions about RFID in the
supply chain. Tags used to be a mobile database that contained information about the
product or container they were travelling with, by connecting items to the Internet using

RFID, Sarma and Brock transformed RFID into a networking technology.

This was a significant development for businesses since it allowed a manufacturer to
notify a business partner when a cargo was leaving the dock at a production plant or
warehouse, and a store to notify the manufacturer when products arrived. Between 1999
and 2003, the Auto-ID Centre received assistance from over 100 major end-user firms, as
well as the US Department of Defence and a number of significant RFID suppliers. In
Australia, the United Kingdom, Switzerland, Japan, and China, it established research

laboratories.

It created two air interface protocols (Class 1 and Class 0), the Electronic Product Code
(EPC) numbering system, and a network architecture for searching the Internet for data

linked with RFID tags.

In 2003, the Uniform Code Council was granted a licence to commercialise EPC

technology, and EPC global was formed as a joint venture with EAN International.

In October 2003, the Auto-ID Centre closed its doors, and Auto-ID Labs took up its

research duties.
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Some of the world's largest merchants, including Albertsons, Metro, Target, Tesco, and
Wal-Mart, as well as the United States Department of Defence, have said that they want
to utilise EPC technology to track items in their supply chains, other sectors, including

pharmaceuticals, tyre manufacturers, and defence, are adopting the technique as well.
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Figure 2.1 Timeline of recent RFID history from 1940s through to the present day. (Landt, 2001)
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2.4 RFID and Automation

RFID, according to (Want, 2006), permits identification from a distance and does so

without requiring a line of sight, unlike older bar-code technology.

RFID systems include electronic devices called transponders or tags, and reader
electronics to communicate with the tags. These systems communicate via radio signals

that carry data either unidirectional or bidirectional. (Mandeep Kaur, 2011)

2.4.1 Components of a RFID System

A RFID tag, transponder or smart label

RFID reader

Antenna

RFID tag:

An RFID tag is accessed when a radio transmitter on the reader emits a signal that causes

the transponder to communicate data to the transceiver.

An RFID tag has an integrated circuit and an antenna within a protective casing, all held
together by an adhesive. For a given application, the protective material relies on the
substance used. Employees, animals, products and goods can receive identification
badges with RFID chips. These badges are normally manufactured from sturdy plastic,
and the chip is inserted in between the layers of plastic.
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RFID tags may hold a greater number of unique 1Ds than bar codes and can also store
other information such as the manufacturer, product kind, and even environmental data
like temperature. RFID tags hold data collected by an RFID reader; the data stored
typically ranges from 64 bits to 1 kilobyte for passive tags and up to 128 kilobytes for

active tags.

Sizes, forms, and materials of RFID tags vary. Capabilities vary depending on the

frequency.

Types of tags can come in glass, rubber, plastic, rubber, metal, TPE and more.

2.4.2 Categories of RFID tags:

. Active tags.

. Passive tags.

Active tags:

To be effective, an active tag must have a power source, coupled with the antenna,
onboard integrated chip, and encapsulation. These tags are linked to an energy
infrastructure that is powered, or utilise energy that is stored in an integrated battery. The

RFID chips used in passive tags are often smaller and less capable.

An inbuilt power supply and onboard electronics are part of each active tag. A tag's
lifetime is limited by the stored energy, but the number of read operations the device has

to endure must also be taken into consideration.
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A battery or solar power supply is used most of the time, yet occasionally a power supply
will be a battery. In contrast to passive tags, the built-in power supply is capable of
powering the tag and communicating data without relying on the reader to supply power.
Passive tags are able to be read from a maximum of 20 feet away, whereas active tags

may be read from 100 feet away.

Most Integrated hardware, such as sensors, microprocessors, and input/output ports, all of
which are powered by the tag's onboard power source, are commonly known as sensors,
microprocessors, and input/output ports, respectively. Active RFID tags can be employed

in more types of applications than passive RFID tags due to electronics.

perishable food items may be given sensors that would collect data and use it to tell the
user when food may spoil. Expiration dates may only be a good guideline if the product is
stored under optimal conditions as temperature, humidity, and light exposure). Therefore,
if the goods are not stored properly, the printed date could expire before the product has
actually expired. The RFID tag with a temperature sensor might be able to ascertain if a

meat pack is expired.

Sensors could be affixed to vehicles that have a lot of moving parts, like an automobile, to
gather information such as how frequently the vehicle's wheels turn, whether the vehicle's
tyres are under pressure, how close the vehicle is to objects like other vehicles and

stationary objects, the vehicle's temperature, and the vehicle's cruise control.

The transponder affixed to an aeroplane that identifies its national origin is an example of

an active tag. A second example is EZ Pass tags affixed to a vehicle.

Active RFID frequency ranges from sub 1 Giga Hertz (GHz) to 2.4 Giga Hertz (GHz).
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Sub 1 GHz is used by Proprietary, Dash 7, SimpliciT]I.

2.4 GHz is used by technologies such as ZigBee, Bluetooth, Wi-Fi.

Passive tags:

These tags are comprised of three elements: the antenna, integrated chip, and

encapsulation.

The RFID chip is used to store data, as well as carry out certain functions. The chip may
be read-only (RO), write-once, read-many (WORM), or read-write, according on its
design (RW). Typically, passive RFID chips can store between 2 and 1000 bits of

information

The antenna is used to "absorb™ radio waves sent by the reader, and to "transmit" and
"receive” data. Large antenna size greatly influences passive RFID tag performance:
more energy is collected and sent back out with larger antennas. As antennas get larger,

they allow for a wider range of readability (although not as high as those of active tags).

The antenna design is just as critical to the tag's performance. Most Low frequency (LF)
and High frequency (HF) antennas use coils since they are mostly magnetic in nature.
The alternative option, though, is to utilise an ultrahigh-frequency (UHF) antenna that is a

lot like an old-fashioned TV antenna, sometimes known as a rabbit ear antenna.

Mylar or plastic film are widely used as the encapsulating component of a passive RFID
tag. Attached to the material, which may be considered the “glue” that binds all of the

tag's components, is the antenna as well as the chip.
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Passive RFID frequency ranges from 100 Kilo-Hertz (kHz) to 13 Mega Hertz (MHz)

LF ranges from 120-148 kHz

HF works at 13 MHz

Passive RFID tags are usually smaller and less expensive than active ones.

Passive RFID tags require no batteries or maintenance. It is possible to incorporate an
indefinite operating life and the compactness required for a practical sticky label into the
tags. A tag reader must turn on and connect to a tag, which is then in turn powered and
communicated with. In order to capture the energy and transfer the tag's ID, the tag
antenna collects the energy and transmits the tag's ID. Encapsulation protects the tag and

antenna from various environmental conditions and keeps the tag's integrity intact.

Radio Frequency Spectrum

100 kHz 1 MHz 10 MHz 100 MHz 1 GHz I 10 (?Hz

120-140 kHz 13 MHz ISM bands 24 GHz
Low Frequency High Frequency Sub 1GHz 24 GHz
IS0 11784/5 1SO 15693 BLAWPAN ZigBee
IS0 18000-2 IS0 1443 Proprietary Bluetooth/BLE

IS0 18000-3 Dash7 ANT

NFC IS0 18000-6 WiFi

SimpliciTl SimpliciTl
Proprietary

Passive RF Active RF

Figure 2.2 Radio frequency spectrum diagram. (CXJ RFID Factory, 2017)
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2.4.3 Uses of RFID

Instance or class identification: Unless you have a specific requirement for type or
instance information, an RFID database will generally be used in the background to
supply or request the extra information.

. Asset tracking: One can track the current location of a uniquely identifiable item, such as
a specific reader, if a reader has been designated to a known location. Integration of
RFID-based features has been adopted by several logistics firms and postal services, such
as UPS, FedEx, USPS, and Finland Post.

Manufacturing Process: The use of RFID in manufacturing plants has been commonplace
for more than a decade. Tracking part usage and work in process as well as reducing
defects, increasing productivity, and manufacturing different versions of the same
product are some of the functions of a usage/work-in-process/defects management

system.

Retailing: Many retail establishments, including Best Buy, Metro, Target, Tesco, and
Wal-Mart, are leading the charge for RFID implementation. Until these retailers improve
supply chain efficiency and keep inventory on the shelf when customers want to buy,

these retailers will remain uninvolved with improving supply chain efficiency.

Payment systems: RFID is a hot technology in the supply chain, but it is also starting to
be used in commerce as a convenient form of payment. Radiofrequency identification
(RFID) is an increasingly popular option for motorists, who use it to pay for tolls without
having to stop. Customers are using active RFID tags to pay for their food at drive

through windows.
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2.4.4 Application Fields of RFID

. Asset Identification:

Searching for and tracking stationary or in-motion assets, like goods and services,
healthcare facilities, wheelchairs, and patient personal effects, was much more difficult
than locating laptops, servers, and equipment inside a corporation, or within a data centre.
Active RFID technology makes it possible for users to instantly determine the general

location of tagged assets anywhere within a facility.

. personnel tracking:

There are indeed a lot of asset tracking systems in use, but not many people tracking
systems. Hospitals, schools and prisons require tracking places.

Radio Frequency Identification Tags (RFID) are used by the hospital to keep track of
their high-risk patients. When an emergency occurs, equipment vital to patient and
medical care can be tracked. Doctors can use it in mental health hospitals to track their
patients' activities. Due to their utilisation in the medical field, hospitals have made use of

RFID tags for locating and tracking all the activities of newly born babies.

Students who are enrolled in school during official school hours can have their locations
tracked, which provides a safer environment as well as a system that alerts and responds
quickly.

A simple inmate tracking system. Many US states' jails are already using RFID tracking

systems to keep tabs on their inmate populations.
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C.

Gate Automation:
The use of RFID technology to track cars and individuals and to produce data on them
enables more secure and efficient entry frameworks in enterprises, organizations,

industries, and residential areas.

Document Tracking:

This is the most frequently encountered problem. Because a large amount of data and
documents are now available, it is increasingly difficult to manage a document
management system. With RFID document-tracking, lost document searches and legal

and financial implications of document loss are substantially reduced.

Logistics & Supply Chain Visibility:

One of the most important things to achieve in the supply chain is to increase efficiency,
cut down on errors, and ensure quality. Manufacturing, shipping, and distribution systems
are extremely chaotic, and in such a setting, real-time data on the status of individual

goods delivers valuable insights that turn into effective actions.

Race Timing:
People utilising RFID during races, marathons, and races are one of the most common

uses of the technology, but they frequently fail to know that they are being timed, and that
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is due to RFID's ability to deliver a seamless experience for consumers. have a look at our

DIY guide for information on RFID race timing.

Library Systems:

An RFID library solution helps circulation operations be more efficient. The barcode
requires a line of sight, so checkout and check-in can take longer. However, an RFID tag
can be read from multiple angles, which speeds up the process. Taking inventory of
books on the shelf is faster, too.

. RTLS (Real Time Location System):

Tracking assets, employees, or customers in real time is sometimes required. An RFID
system provides visibility to any number of locations, including measuring the efficiency
of worker movements, the effectiveness of a store floor plan, and tracking the location of
valuable resources.

2.4.5 Benefits Of RFID

tags can feature memory that enables reading and writing, while barcodes do not.

. As well as a unique identity, an RFID tag is capable of storing vast amounts of data.

RFID tag design.is adaptable to virtually any environment.

It is capable of identifying elements individually rather than treating them as a group.

Tags are less susceptible to bad weather (dust, chemicals, physical damage

etc.).

A tag can have multiple sensors attached to it at the same time.
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g. Tag placement is less limited since there is no line of sight required.

2.4.6 Limitations of RFID

Despite the advantages gained from RFID technology integration, various drawbacks
prevent the wide-scale adoption into the majority of the commercial sector. There are
three main issues concerning the integration of the architecture. The first issue is security
when using the technology as tags are prone to various physical and virtual attacks upon
the system. The second concern stems from the need for privacy surrounding the data
collected as the observations recorded can be used for breaches in privacy. The third issue
is that the data collected among systems, in particular where passive tags are utilised,
produces data characteristics that make the systems harder to use. (Peter Darcy,

2011)

Although many RFID implementations have been documented, technical, process, and

security challenges must yet be resolved before the technology can be widely adopted.

Experts are already working on numerous of today's technology shortcomings. These

include:

a. Standardization: There is a lot of room for negotiation when it comes to the selection of
communication protocols, formats, and amounts of data included in the tag because there

are no established standards. When cooperating parties move beyond a closed-loop
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solution, they must first decide on communication protocols, signal modulation types,
data transmission speeds, data encoding, and collision handling mechanisms.

. Cost: The cost of tags varies by category. According to the 2003 publication "RFID
Systems in the Manufacturing Supply Chain", economic use of tags would require a
maximum of 25 cents per tag for high-end products and 5 cents for typical item-level
tagging. The expensive cost of active or semi passive tags (at least $1 per tag) limits their

use to scanning high-value commodities over vast distances.

Data loss may occur when reading multiple tags at once. Anti-collision methods can be
used to avoid a collision (most of which are patent-pending). Some reading methods are
currently being developed to reduce total read time and increase tag count.

Intrusion Detection refers to the discovery of foreign attacks upon the system usually
utilising the tags that hinder the overall integrity of the data. The following five issues are
some of the most dominant with regard to RFID security (Mitrokotsa et al., 2010;

Thamilarasu & Sridhar, 2008).

Eavesdropping: Using a foreign reader to record tag data.

Unauthorized Tag Cloning

Man-in-the-Middle (MIM) Attack

Unauthorized Tag Disabling

Unauthorized Tag Manipulation
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e. Obsolete technology: One of the main worries of organisations utilising RFID nowadays
is the technology's rapid obsolescence. New protocol standards, quicker and more fault
tolerant readers quickly replace their predecessors.

f. Privacy: Privacy within the context of an RFID-enabled facility refers to either
unknowingly releasing critical information (deriving specific knowledge or tracking

meaningless data) (Langheinrich, 2009).

2.5 Gate Automation Using RFID

2.5.1 Gate: A gate is an accessway or framework that allows or prevents access to a

location or secure area depending on the level of clearance required.

2.5.2 Types of Gates:

Slide gate: For its low cost and convenience of usage, slide gates are preferred. Located
inside the fence, it glides horizontally over the gate trench. The slide gate is supported by

rollers on a metal track on the bottom.

Cantilever gate: Similar to a slide gate, but without the ground-sliding rollers. Instead, the
cantilever gate is supported by inside fence rails. That it "cantilevers” (hangs over) the

gate entrance gives it its name.

Swing gate: Swinging gates have hinges on one side and swing open and shut like a

door. Swing gates open in a straight line. Swing gates can be two-leaf or single-leaf.
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Vertical lift gate: Vertical lift gates raise and lower across the gate opening. It must be
raised high enough for automobiles to pass. This type of gate requires towering vertical

support towers on either side of the gate opening.

vertical pivot lift gate: In and out, vertical pivot lift gates revolve. Vertical pivot lift gates

require no additional support.

Bi-folding gate: Bi-folding gates consist of two gate panels hinged together. Passage is
made possible by folding in these gate panels. Bi-folding gates are often located on both

sides of the gate opening. Some models require a track on top or bottom of the gate.

Barrier arm gate: Vertical barrier arm gates have a barrier arm that is vertically rotated to
gain access to the barrier. To keep cars in their lanes, barrier arm gates are used. They
also provide little protection due to how easy it is to walk alongside, jump over, or crawl

under the barrier arm gate.

2.6 Gate Automation

Refers to the update of manually operated gates with an automation system that allow

owners to operate the gate remotely and conveniently.

Gate automation is the process of implementing electric gates that may be opened and
closed automatically by using an intercom, key fob, or any other means are referred to as
automated gates. A trustworthy component of a comprehensive strategy to home and

business security is an automated gate entry system. An excellent illustration of this is the
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regular use of automatic gates in a parking garage to separate public sections of the

garage from private staff spaces.

In conjunction with automatic gates, access control systems, intercom systems, video

surveillance systems, microcontrollers.

2.6.1 Components of An Automatic Gate

Gate: A gate closes an opening in a wall, perimeter, or hedge. Most commercial gates are
built of highly decorative iron or durable material and are meant to match the surrounding
fencing.

Gate operator: The gate operator moves the gate in and out. Gate operators are

electrically powered and can be chain, gear, or hydraulic driven.

2.6.2 Types of Gate Automation

Keypads: Utilize a specialized device that opens the gate when the correct pin is used.
Biometric: This requires a fingerprint, retina scan or speech recogniser in order to unlock
the gate.

Barcode: Uses a line of sight to scan an authenticated user to unlock.

Proximity: detects a person close by and opens the door without authentication.

RFID: Uses radio frequency to interrogate, validate and authorize wirelessly over the

radio range wherever it is located.
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2.6.3 Advantages of Gate Automation

Improved Security: Improvements to security have also been made through minimising
the danger of compromise for both the organisation and the security

staff.

Reduced overall cost: In the long term, the expense of gate automation is outweighed by
the reduced maintenance costs instead of wages.

Limit unwanted visitors: Because you can regulate your gate instantly, you can keep
unwanted visitors from entering your property.

Space-saving: These gates can also help you save space on your property, especially
automated sliding gates that can glide behind each other, leaving more room for other
things.

Visual appeal: Electric gates can enhance the appearance of a home or organization.

2.6.4 Disadvantages of Gate Automation

Cost: An investment of both money and time is required to install electric entrances.
There are several costs to be considered, ranging from buying the gate to hiring a service

to install it. covering the cost of the administrators.

Power failure: System failure, or inability to access or exit premises, could result in
inconveniences if there is a power outage.
Inconvenience to guests: Your guests will always be required to schedule appointments

or phone ahead in order to gain access to the premises, which will cause them difficulty.
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2.7 RFID Gate Automation with Internet of Things (10T)

2.7.1 loT-enabled RFID gate system: I0T uses the internet to link various gadgets that
assist us in our daily lives. Using this technology in a gateway improves system security.

In big enterprises such as industries, military or defence areas, and apartments. There is a
RFID reader, a tag, a Raspberry Pi (microcontroller and server), a motor, DPDT relay,
and a gate. Python is also used because it is faster. A DPDT Relay is used to drive big

gates with high voltage.

Internet of Things: When linked to the internet, everything is included in the term "loT,"
which has come to be associated with things that speak to each other. It consists of
sensors and cell phones, as well as wearables. It is possible to collect information, analyse
it, and take an action that assists someone with a specific job, or to learn from a process
all by linking many linked devices with automated systems. In fact, this covers a wide
variety of ideas including smart mirrors, beacons, and much more. The concept is all
about networks, gadgets, and data. The Internet of Things connects the devices on closed

private networks that do not have access to the internet to the Internet.”

All approved staff members have RFID badges that may be scanned at the entrance to
allow identification and processing. He uses his own OTP as a password to open the gate.
This system's goal is to provide a control system that can be accessible through the internet of
things around the world (10T). In order to know whether any cars or drivers are driving
without authorization, the owner will be able to keep tabs on all the vehicles at all times.
Managers are aware of any movement in the building since they are watching for people to

enter or exit the area.
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RELATED WORKS

A research journal (Kaur, 2011) provided an overview of the current state of radio
frequency identification (RFID) technology. Aside from a brief introduction to the
principles of the technology, major current and envisaged fields of application, as well as

advantages, and limitations of use were discussed.

(Nandhini, 2014) Concluded that the automation of toll plaza can have the best solution
over money loss at toll plaza by reducing the manpower required for collection of money
and also to reduce the traffic indirectly resulting in reduction of time at the toll plaza. In
this project, a technique such as Radio Frequency ldentification was introduced. This
technique will include the RFID tag and reader, which in coordination with each other

can be used to detect the vehicle identity.

(Sighila, 2016) Reviewed the research and development work for RFID based gate
automation system with the help of 10T technology. This kind of a system can provide
you with a reliable gateway with good monitoring. These types of gates can be mainly

used in Industrial areas, Military areas and apartments as these places need more security.
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(Gyanendra, 2010) Discussed a digital security system containing a door lock system
using passive RFID. A centralized system is being deployed for control and transaction
operations. The door locking system functions in real time as when the user puts the tag
in contact with the reader, the door opens and the check-in information is stored in the
central server along with basic information of the user. We utilize RFID technology to

provide solutions for secure access to a space while keeping a record of the user.

(Patil, 2013) Discussed on prototype for home/ office automation using RFID, WSN &
GSM technology is successfully researched and designed. Automatic door opening and

closing is implemented using RFID, GSM and ZigBee technology.

Along with automatic door control this prototype can control various devices using
ZigBee technology. With the help of this prototype one can build a secure home
automation system. The system is developed for controlling lights and fans so that there
IS minimum power consumption using the GSM SIM300 modem. The temperature

monitoring system is also developed using GSM technology.

(Asha, 2018) concluded that RFID-based security and access control systems are more
secure and quickly responded to as compared to other systems like biometrics. The
advantage of the RFID system is contact-less and works without-line-of-sight. By using
Arduino, it is that it is easy to access and works very quickly while burning the cord. It is
like Plug and Play device. Users can change the function accordingly by using Arduino.

It is easier to use and more accurate.
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CHAPTER THREE

REQUIREMENT ANALYSIS AND SYSTEM DESIGN

3.1 Introduction

This chapter presents the materials that will be used to achieve the objectives stated in

this study.
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3.2 Method of Objective

The current system, as well as the user and system requirements, were discovered through
this process. To meet the system's needs and responsibilities, relevant data was gathered using
the methods to be listed. To help with the design of the system, sketches were used, such as
schematic drawings, circuit diagrams, and diagrams representing breadboard connections.
After establishing the hardware and software requirements, the system's design was

established.

3.3 Design and Implementation of The System

The automated gate system should be designed and implemented as two primary systems.

The design of the hardware is a core aspect of the overall system design:

Hardware system.

. Software system.

3.4 Implementing the Hardware System:

The RFID-based automated system may be divided into two different parts. Station

module and object module are one and the same. Passive RFID tag is a component of the
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object module. A complete RFID system, consisting of an RFID reader, host computer

system, and gate control system, is the basic unit.

——» RFID READER

[ 1 1]
BEBE— cate
1]

Figure 3.1 General diagram of the RFID gate System
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Figure 3.2 Block diagram of the RFID automated gate System
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The major components of the gate control system are as follow:

Raspberry Pi 3 Model A+

RFID reader

Servo motor

R305 Fingerprint scanner

Power supply unit

Raspberry Pi 3 Model B:

| am employing the use of Raspberry Pi 3 Model B because it is a low-cost, mini-sized
computer that has more features than other microcontrollers. It connects to a computer
display or TV through a micro-USB cable, and includes a conventional keyboard and
mouse. It also has a wide range of connectivity it provides which includes: A quad-core
Cortex-A53 64-bit SoC with a 1.4 GHz CPU, 2.4 GHz wireless LAN which is the

Internet of Things module (IoT), with 1 Gigabyte memory, Bluetooth 4.2/BLE with an
Extended 40-pin GPIO connector, and a full-size HDMI. In terms of display port, you get

support for Display Port, DVI-D, CVBS-4-P, and composite video port; along with
47



OpenGL ES 1.1, 2.0, and 3.0. Power required is 5-volt DC at 2.5 A through a micro-USB

connection, 5-volt DC is available at the GPIO header.

Figure 3.3 Raspberry Pi 3 Model B microcontroller (Raspberry, 2021)
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b. RFID RC-522 Reader
NXP's MFRC522 IC-based RC522 RFID module. One kilobyte (KB) of memory is a
standard feature on many RFID cards and key fob tags. You can use this tag to hide any
type of secret message that you wish. The electromagnetic field used by this RFID reader
module is made up of 13.56MHz waves (ISO 14443A standard tags). A microcontroller
with a 4-pin Serial Peripheral Interface (SPI) and a maximum data rate of 10 Mbps may
interact with a reader. Inter-integrated-circuit (12C) and Universal Asynchronous
Reception and Transmission (UART) protocols are also supported by the circuit. Instead
of constantly pinging the RFID module, this interrupt pin helps.
Specification:
Frequency Range: 13.56 MHz industrial, scientific, and medical radio band (ISM) Band
Host Interface: SPI/12C / UART
Operating Voltage: 2.5V t0 3.3V
Max. Operating Current:1 3-26mA
Min. Current (Power down): 10pA
Logic Inputs: 5V Tolerant

Read Range: 5 cm
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Figure 3.4 RC-522 RFID Reader (Engineers, 2021)
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c. Tower Pro micro MG90 Servo:
An electrical device called a motor transforms digital pulses into mechanical shaft
movement. Servo motors' most important benefit is that they can be precisely regulated in
an open loop system. motor has benefits such as:
Affordability and dependability low-torque, high-torque balance and built to function in

almost any environmental condition.

For the motor, the supplied voltage is 4.8V. This motor is used in operating the gate.

Specifications:

a. Weight: 13.4 g

b. Dimension: 22.5 x 12 x 35.5 mm approx.

c. Stall torque: 1.8 kgf-cm (4.8V), 2.2 kgf-cm (6 V)

d. Operating speed: 0.1 s/60 degree (4.8 V), 0.08 s/60 degree (6 V)
e. Operating voltage: 4.8V -6.0 V

f. Dead band width: 5 us
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Metal Gear Servo

MG90S —t5

355

5

Figure 3.5 MG90S Servo Motor Image (Datasheetspdf, 2014)
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d. R305 Fingerprint Scanner: The R305 fingerprint scanner with matching method 1:1, 1:
N, which can be used on a USB (Universal Serial Bus) or UART (universal asynchronous
receiver-transmitter) interface. It operates 3.6v-6.0v and has a storage capacity of 256.

Specification:

Power: DC 3.6V-6.0V

Baud Rate: (9600*N) bps, N=1-12(default N=6)

Image acquiring time: <0.5s

Storage capacity: 256

Interface: UART(TTL), USB

Matching mode: 1:1and 1: N

Security Level: 5
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i Photo by ElectroPeak

Figure 3.6 R305 Fingerprint Scanner (ElectroPeak, 2021)
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e. Power Supply:

In contemporary electronic devices, the DC power supply unit is a crucial component
since it provides a variety of DC voltages for the device's functions. The main objective
of a power supply is to provide the necessary quantity of power at the correct voltage

from the source. | will be using a 5V power source for the microcontroller.
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Figure 3.7 Volt Power Supply (Raspberry, 2021)
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3.5 Implementing the software system:

The selection of software is critical in creating the system. Python and Microsoft

Structured Query Language (SQL) Server 2019 used in tandem as an Integrated

Development Environment (IDE). The system is implemented in Python. The Raspberry

Pi microcontroller is compatible with Python, among other programming languages.

The Python programming language is a dynamically typed, interpreted, object-oriented
language with dynamic semantics. Rapid Application Development, as well as being used
as a scripting or glue language to link existing components together, is a great fit for the
high-level built-in data structures, as well as dynamic typing and dynamic binding.
Because Python's basic, straightforward syntax is conducive to readability, this may result

in lower software maintenance costs.
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Microsoft SQL Server Performance Dashboard
Report Local Time: [N 3:31:047m
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Figure 3.9 Microsoft SQL Dashboard (Microsoft, 2021)
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Microsoft SQL Server is a relational database management system created by Microsoft.
The main purpose of a database is to store and retrieve data as required by other software

programmes.

3.6 Flowchart of the System

The flowchart of any programme is a clear depiction of the system. Overall, the gate
collecting system is shown to be this picture. RFID reader will scan the ID number from
the RFID tag and, based on that number, consult the host computer database for

confirmation If the actor is registered, the gate will not open and the buzzer will sound.
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Figure 3.10 Flow chart of overall system action
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Figure 3.11 Flowchart of software backend
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CHAPTER FOUR

IMPLEMENTATION AND RESULTS

4.1 INTRODUCTION

This chapter illustrates an RFID-enabled automated gate system's implementation specifics.
The example above illustrates the necessary procedures to authenticate and validate the user.

It shows multiple testing settings as well as the project testing results.

4.2 SYSTEM IMPLEMENTATTION

This section describes the software, tools, and resources utilised in this area.

4.2.1 System Interfaces
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[ 92.168.11.26 (raspberrypi) - UNC Diewer - m] X

) pi@raspberryps:~ @[GoogleAChrommm

L)
b 4

pi@raspberrypi:~ s ||

Figure 4.1 Raspberry Pi desktop environment
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i pi@raspberrypi: ~ — O X

Raspberry Pi Software Configuration Tool

(raspi-config)

52 Aundio Select audio out through HDMI or 3.5mm jack
53 Password Change password for the 'pi' user
54 Hostname Set name for this computer on a network

55 Boot / Auto Login Select boot into desktop or to command line
56 Network at Boot Select wait for network connection on boot

57 Splash Screen Choose graphical splash screen or text boot
1 S8 Power LED Set behaviour of power LED
E
<Select> <Back>

Figure 4.2 Raspberry pi configuration interface
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2 169.25%.2.163 (raspberrypi) - UNC Diewer - [} X

pi@raspben'ypx: ~/pi-... pl@raspberrypr ~

pi

pi@raspberrypi:
pifraspberrypi:

Figure 4.3 Raspberry pi terminal interface
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Thonny - /home/pi/pi-rfid/ReadOpen.py @ 102:9

+ 64 8 0BE

Load Save

buzzer.py ¥ | ReadOpen.py * % ‘

Lo B WN -

10

12
13
14
15
16
17
18

n

Debug

#!/usr/bin/env python

import RPi.GPIO as GPIO
GPIO.setwarnings(False)

from gpiozero import Buzzer

from mfrc522 import SimpleMFRC522
import mfrc522

import time

from time import sleep

import re

reader = SimpleMFRC522()
id, text = reader.read()
print(type(text))

Shell

Python 3.7.3 (/usr/bin/python3)

>>>

Figure 4.4 Thonny Python Integrated Developer Environment (IDE) code writing




f#!/usr/bin/env python

import RPi.GPIO as GPIO
GPIO.setwarnings(False)

from gpiozero import Buzzer

from mfrc522 import SimpleMFRC522
import mfrc522

import time

from time import sleep

import re

reader = SimpleMFRC522()
id, text = reader.read()
print(type(text))

def readtag():

try:
result = re.findall(f"\d+", text)
type(result)
# print("Your Tag UID is: ", result.group(@))
print(id)
print("This tag name is: ", text)
finally:

GPIO.cleanup()

def opengate():
GPIO.setmode(GPIO.BOARD)
GPIO.setup(11, GPIO.OUT)
p = GPIO.PWM(11, 50)
p.start(0)
p.ChangeDutyCycle(7)
time.sleep(4)

Figure 4.5 Python script for gate system
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print ("LED off")

GPIO.output(ledpin,GPIO. LOW)
GPIO.cleanup()

def buzz():
GPIO. setmode (GPIO.BCM)
buzzer = Buzzer(13)

buzzer.on()
sleep(1)
buzzer.off()
sleep(1)
GPIO.cleanup()

readtag()

if int(text) == 34567:
print("This is a valid tag")
led()
buzz()
opengate()

else:
print("not a valid tag")
led2()
buzz()

Figure 4.6 Python script for gate system
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GPIO.output(11l, False)
p.ChangeDutyCycle(2)
time.sleep(1)
p.stop()
GPIO.cleanup()

def led():
ledpin=26
GPIO.setmode(GPIO0.BCM)
GPIO.setwarnings(False)
GPIO.setup(ledpin,GPI0.OUT)
print ("LED on")
GPIO.output(ledpin,GPIO.HIGH)
time.sleep(2)
print ("LED off")

GPIO.output(ledpin,GPIO.LOW)
GPIO.cleanup()

def led2():
ledpin=16
GPIO.setmode(GPIO.BCM)
GPIO.setwarnings(False)
GPIO.setup(ledpin,GPI0.OUT)
print ("LED on")
GPIO.output(ledpin,GPIO.HIGH)
time.sleep(2)

print ("LED off™)

Figure 4.7 Python code for gate system
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Figure 4.8 Breadboard view of Automated Gate System Using RFID
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Figure 4.9 Schematic Diagram of Automated Gate System Using RFID
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Figure 4.10 Unauthenticated RFID tag being denied access
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b2 def led2():
Thonny :
Python IDE 63 ledpin=16

64 GPIO0.setmode(GPIO0.BCM)
65 GPI0.setwarnings(False)
66 GPIO.setup(ledpin,GPIO0.0UT)

68 print ("LED on")

69

70 GPIO0.output(ledpin,GPI0.HIGH)

71

72 time.sleep(2)

73 |

74 print ("LED off")

75

76 GPIO.output(lednin.GPIO.LOW) 3
Shell
»»> %Run ReadOpen.py I~

<class 'str'>
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This tag name is: 8989

not a valid tag

RED LED
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Figure 4.11 Code Result of an invalid RFID tag
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Figure 4.12 Authenticated RFID tag granted access
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Figure 4.13 Code result of a valid RFID tag
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Figure 4.14 Image of full system implementation
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Figure 4.15 Image of full system implementation
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CHAPTER FIVE

CONCLUSION AND RECOMMENDATION

The predicted outcomes of the research into RFID-based Gate Automation were based on the
basic project objectives. Identifying the problem'’s results. To allocate and register users in the

database as well as to generate reports, the admin or manager is responsible.

This investigation demonstrated that the hardware specifications can be properly addressed
by the approaches used in this study. It can thus be concluded that with this system in place,

the manual process of access control and security is resolved.

Based on the objectives previously mentioned, the study on the topic Gate Automation with
RFID returned predicted findings. the discovery of the problem's root This manager or

administrator assigns users to the database and generates reports.

This investigation found that the procedures employed here are appropriate for the hardware
necessary. With the introduction of this system, it is reasonable to conclude that manual

access control and security have been solved.
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5.1

5.2

CONCLUSION

In conclusion, this study has designed and implemented an automated gate system that solves
the challenges of access and student identity management within the hostels. The study was
able to identify the various constraints that characterized this process and by this define the
system and user requirements. The design of this system was also specified adequately with

relevant UML diagrams so suit to the expected functions of the proposed system.

RECOMMENDATION

Future works in this area be done to integrate into schools, businesses, organisations and all

places requiring access to sensitive information.

Additional sources of power for the gate like solar energy can be implemented as a backup supply.

Online database can be created to store more user information and reducing space and increasing

redundancy. Also, this system can be merged with machine learning algorithms for vehicle

identification via license plate.
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