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ABSTRACT 

Cyber-attacks are growing more complex, posing greater challenges in detecting 

breaches effectively. Failure to prevent breaches could jeopardize security services' 

credibility, including data confidentiality, integrity, and availability, and academic 

institutions' reputations have not been left behind in this. To combat computer security 

threats, a variety of intrusion detection methods have been proposed in the literature. 

The interest of this work is to adopt an Intrusion Detection System (IDS) for academic 

institutions to provide early detection and prevent network intrusion. The idea is to 

provide an integrated system that will minimize the weaknesses of the different 

intrusion prevention techniques while putting to the most effective use the strength of 

each of them. It also talks about future research challenges to stop these kinds of 

attacks and make computer systems safer by showing how attackers try to avoid being 

caught. 

Malware, intrusion detection systems, and anomaly detection are some of the terms 

used in this paper. 

Keywords: Malware, Intrusion detection system, Anomaly detection, Snort, Pfsense 
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CHAPTER ONE 

INTRODUCTION 

1.1 Background of the Study 

  The evolution of malicious software (malware) poses significant challenges to 

intrusion detection system developers (IDS). Malicious attacks have become more 

advanced, and the most difficult task is detecting unknown and obfuscated malware 

since malware creators employ numerous evasion techniques for data concealment to 

evade detection by an IDS. Furthermore, security threats such as zero-day attacks 

meant to target internet users have increased. Because of this, computer security has 

become more important as information technology has become a bigger part of our 

daily lives. 

  As a result, these zero-day attacks have had quite a significant impact in 

countries such as Australia and the United States. According to the 2017 Symantec 

Internet Security Threat Report, more than three billion zero-day assaults were 

recorded in 2016, and the volume and severity of these attacks increased dramatically. 

The number of zero-day assaults was significantly higher than in the past. Previously 

Symantec (2017) as mentioned in the data, in 2017, there were around nine billion 

data breaches. Since 2013, hackers have lost or stolen records (Breach_LeveL_Index, 

2017). According to a Symantec study, the number of security breach incidents is on 

the rise. In the past, cybercriminals primarily focused on stealing bank accounts or 

stealing bank customers' debit and credit cards (Symantec, 2017). In the current 

generation, on the other hand, malware has become more ambitious and is now 

tarnished. Obtaining access to banks and, in some cases, attempting to rob them of 

tens of millions of dollars in a single attack (Symantec, 2017). Because of this, finding 

zero-day cyberattacks has become one of the most important things to do. 
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  The ease with which cyber threats can spread internationally has been 

highlighted by high-profile criminal incidents, as a simple compromise can disrupt a 

business' essential services or facilities. Around the world, many cybercriminals are 

motivated to steal information, get illegal cash, and identify potential targets. Malware 

is software that is designed to infiltrate computer systems and abuse vulnerabilities in 

intrusion detection systems. The Australian Cyber Security Centre (ACSC) performed 

a comprehensive analysis of the attackers' diverse levels of skill in 2017. (Australian, 

2017) As a result, an effective IDS is required to detect novel, powerful malware. 

Even though these measures provide some level of security, it has been determined 

that they are deficient in several ways. 

1. A firewall is a hardware or software solution used to enforce security policies 

on a private network. It is primarily used to regulate traffic entering or leaving 

a private network. These are just a list of permits and denial rules, and 

therefore, they may not always can detect intrusions. Firewalls, user 

authentication, encryption keys, and Virtual Private Networks (VPN) offer 

some level of security, but cannot protect against malicious programs, inside 

attacks, or unsecured modems (Ajith, G, & C, 2001). They, therefore, would 

only be effective as one of the available lines of defense. Perfectly secure 

systems are difficult to come by for institutions that already have intrusion 

prevention systems. In addition to possible administrator configuration 

problems, there are always a few system faults. As a result, intrusion detection 

systems can be utilized to enhance current systems. 

2. Intrusion protection systems are frequently installed on pricey routers. These 

are sometimes not flexible enough to allow changes, such as in network design 
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and topology. Intrusion detection systems give you the flexibility you need to 

keep your home or business safe without having to buy specialized hardware. 

3. Cryptography hides information from people who shouldn't see it, but it's hard 

to tell if someone has attacked. In general, key management is a difficult task. 

Crypto systems may require special key management systems such as the use 

of a Terminal Access Controller Access System (TACACS) or Remote 

Authentication Dial in User Service (RADIUS) server. This could mean 

specialized hardware or configuration. Otherwise, hackers could gain access 

to these keys and break into the system. 

4. Physical security for the network site or servers. But these aren't perfect 

because attackers who use telnet sessions to get into a network might not be 

able to be stopped by physical security. 

5. Authentication A method for verifying users of a network resource. The 

effectiveness of this is hampered by the fact that many people continue to "use 

easy-to-crack passwords," 

And that some users are either untrustworthy or negligent. Oftentimes, unauthorized 

users can easily obtain the passwords of users. 

  Many organizations have also employed anti-virus software. However, this 

may not provide information as to whether there has been an intrusion or not. Anti-

viruses also require frequent updates. 

Denning also outlined four primary reasons for IDSs. He saw that most systems have 

security flows that are easy to break into, that most systems are hard to replace, that 

making completely secure systems is hard, and that users on the inside can abuse the 

systems that are already out there (Denning, 1967) This emphasizes the importance of 

intrusion detection systems. 
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1.2 Sources of intrusion data 

  The approaches used to identify intrusions were classified in the previous two 

sections. The input data sources utilized to detect abnormal activity can also be used 

to classify IDS. There are two sorts of IDS technology in terms of data sources: host-

based IDS (HIDS) and network-based IDS (NIDS). HIDS examines data from the host 

system and audit sources such as the operating system, window server logs, firewall 

logs, application system audits, and database logs. Insider threats that do not require 

network traffic can be identified by HIDS (Creech & J, 2014) NIDS is a network traffic 

monitoring system that monitors network traffic retrieved from a network using packet 

capture, NetFlow, and other network data sources. A network-based IDS can keep 

track of many machines connected to a network. External harmful activities that could 

be triggered by an external threat can be monitored by NIDS at an early stage before 

the dangers spread to another computer system. Due to the volume of data traveling 

through modern high-speed communication networks, NIDSs have a limited ability to 

evaluate all data in a high bandwidth network (Bhuyan & Bhattacharyya DK, 2014). 

Together with HIDS and firewalls, NIDS is installed at multiple points within an 

internal attack (Sundaram, 1991). 

 

1.3 History 

  The IDS journey began thirty years ago, when the need for user access and 

user monitoring arose because of an increase in enterprise network access. Levels of 

access to these systems and clear visibility into user activity were necessary to operate 

safely and securely as day-to-day operations became more dependent on the shared 

use of information systems. The United States Air Force made much of the initial 

progress on IDS. James P. Anderson, a pioneer in information security and a member 
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of the Defense Science Board Task Force on Computer Security at the U.S. Air Force, 

published "Computer Security Threat Monitoring and Surveillance" in 1980. This 

report is generally credited with introducing automated IDS. The first model, which 

was developed not long after this report was made public, was based on rule-based 

systems that continuously scanned and compared network traffic against a list of 

known threats. These systems were born out of the same methods that are used by 

anti-virus applications. As the number of shared networks grew in the late 1980s, 

enterprise system administrators around the globe began adopting intrusion detection 

systems. However, IDS presented a few challenges. First, it could only flag known 

issues that had been identified as threats on a signature list; zero-day attacks could 

compromise the security of a network. The constant scanning and updating of a 

signature list were laborious and a significant drain on resources. The proliferation 

and sophistication of network attacks necessitated the development of more effective 

intrusion detection systems, which occurred primarily in the 1990s. This new method, 

nicknamed "anomaly detection," identifies unusual network behavior patterns and 

generates alerts for any recognized anomalies.   

           Due to the high number of false positives caused by the inconsistency of 

networks in the 1990s and early 2000s, many administrators began to believe that IDS 

was unreliable and doomed to a gradual decline. However, the advent of cloud 

computing has given IDS systems new relevance, resulting in a surge in the IDS 

market. IDS systems, an essential component of current security best practices, are 

designed to detect attacks that may occur despite prevention. In fact, IDS is now one 

of the most popular security technologies, and its growth is anticipated to continue. 

After all, the monitoring of security, and especially cloud security, manually is an 

impossible task given how complex the problems are. IDS's logic and strategies are 
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more pertinent than ever before. IDS has found an environment where it can thrive 

and be most effective with cloud computing. Cloud computing has allowed the 

infrastructure to catch up with IDS technology. The standardization of cloud server 

infrastructure is best suited for IDS technology.   

           As a result, IDS is able to establish stronger and more accurate baselines than 

was previously possible on erratic on-premises network infrastructures. Today's 

growth and significance of intrusion detection are significantly influenced by big data. 

With cloud-hosted databases growing at an exponential rate and the world's data 

doubling every 20 months, it is not surprising that IDS is more important than ever. 

 

1.4  Statement of the problem 

  Institutional resources become exposed to unwanted access as computer 

systems go online. On one hand, hacker tools have gotten better faster than the 

technical knowledge needed to stop them (Sundaram, 1991). This necessitates a 

technique for countering these dangers. Academic institutions are also coming online 

because of the benefits, but many do not prioritize network security in their budgets.                                                                                   

As a result, they remain vulnerable to these dangers.  

           Furthermore, their networks are shared among students and professors, and 

vital information such as student academic records and financial reports is available. 

This needs much more stringent surveillance. If left uncontrolled, these networks may 

suffer significant financial losses due to intrusion and inefficient resource 

consumption, such as bandwidth waste due to unwanted server requests from network 

nodes. Using just one intrusion protection technique, such as a firewall, may not 

always be sufficient. All of this shows how important it is to have a system that can 

find intrusions in a way that can be controlled. 
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Fig 1. 1 IDS-process-flow-diagram 
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1.5      Aims and Objectives 

           The goal of the project is to adapt an intrusion detection system for academic 

institutions, highlighting the importance of these systems in network security. It 

emphasizes the need for diverse intrusion prevention measures to be integrated to 

strengthen the intrusion detection system.  

           This study looks at the limited resources that academic institutions have when 

it comes to network security. The research's specific objectives have been to 

investigate intrusion detection systems for networks (IDS), create a reliable intrusion 

detection system, implement a comprehensive and efficient intrusion detection 

system, and validate the intrusion detection system. 

 

1.6 Methodology Proposal 

         Given that the goal of this study is to create a secure network from intrusions 

and attacks, the literature survey was the ideal tool for accomplishing this goal. The 

method is a signature-based methodology that compares observed activity to a 

baseline profile. The baseline profile is the learned normal behaviour of the monitored 

system, and it is generated throughout the learning period, during which the IDS learns 

the environment and generates a normal profile for the monitored system. This 

environment can include networks, users, and systems, among other things. 

  It is possible to have a fixed or dynamic profile. A fixed profile remains 

constant throughout time, but a dynamic profile varies when the systems being 

monitored change. A dynamic profile adds a lot of work to the system because the 

IDS keeps changing it, which makes it easy to get around. 

By spreading the attack over a long period, an attacker can evade the IDS that uses a 

dynamic profile. As a result, her attack is incorporated into the profile, and the IDS 
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treats her alterations as normal system adjustments. Any deviations that fall outside of 

a predetermined threshold are reported as violations. Because every deviation from 

regular behaviour is labelled as an anomaly, a fixed profile is (Agrawal, 2012) 

particularly successful at identifying new assaults. 

  Without any system changes, anomaly-based approaches can detect zero-day 

assaults in the environment. The statistical anomaly detection, knowledge/data-

mining, and anomalous intrusion detection methodologies use three general strategies 

for detecting anomalies. For the systems to be effective, the threshold must be 

modified according to the requirements and behavior of the monitored environment. 

 

1.7 Significance of study 

  IDS gives organizations greater visibility across their networks, making it 

easier to meet security regulations. Additionally, network administrators can use their 

IDS logs as part of the documentation to show they are meeting certain compliance 

requirements. The implementation of an intrusion detection system at mountain top 

university can also improve security responses. 

 

1.8 Scope and limitation 

  The limitations of the system are as follows: 

I. The system is only limited to the administrator. 

II. The system can only be connected through LAN. 

III. The system requires constant internet 

IV. The administrator can only see the monitoring of the flow. 
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1.9 Definition of Terms 

  These refers to the terms that will be encountered in this report of the Intrusion 

detection system. 

a. DST: also known as destination. It is where the network is heading. 

b. SID: A security identifier, or SID for short, is a value that is completely unique 

and can be used to identify any security entity that the Windows operating 

system (OS) is capable of authenticating. SRC: stands for position of source, 

this is where the networking is coming from. 

c. PRI: To carry multiple DS0 voice and data transmissions between a network 

and a user, a telecommunications interface standard known as PRI (Primary 

Rate Interface) is utilized on an Integrated Services Digital Network (ISDN). 

The Primary Rate Interface (PRI) is the industry standard for the delivery of 

telecommunications services to businesses and offices. 

d. TCP/UDP: Transmission Control Protocol and User Datagram Protocol are 

both abbreviations for the Transmission Control Protocol, which is a 

communications standard that enables application programs and computing 

devices to exchange messages while connected to a network. Its primary 

functions are to transmit packets across the internet and to ensure that data and 

messages are successfully delivered over network connections. And UDP is a 

communications protocol that is utilized primarily for the purpose of 

establishing connections between applications on the internet that are both 

low-latency and loss-tolerant. UDP allows data to be sent before the receiving 

party gives its agreement, which significantly speeds up the transmission 

process. 
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e. WAN/LAN: A wide-area network, also known as a WAN or LAN, is a type 

of computer network that links together multiple local area networks. 

Localized networks are able to communicate with one another despite the great 

distances involved because wide area networks (WANs) are not associated 

with a particular location. 

f. HTTP/HTTPS: The Hypertext Transfer Protocol, abbreviated as HTTP and 

HTTPS, is a rule set that governs the transfer of files such as text, images, 

sound, video, and other types of multimedia files over the internet. In addition 

to HTTP, which stands for the Hypertext Transfer Protocol (HTTP). It allows 

for safe communication to take place over a computer network and has found 

widespread application on the Internet. 

g. GPLv2: is an abbreviation for "General Public License Version 2.0," which is 

also referred to as "GPL v2." The GNU Public License version 2 (GPL 2) was 

first made available to the public in 1991. As a copyleft license, it stipulates 

that users must abide by several stringent rules and requirements.  
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CHAPTER TWO 

LITERATURE REVIEW 

2.1 Introduction 

            The chapter gives an outline of computer attacks as well as some of the tactics 

used to combat them. The architectures, models, and implementations of intrusion 

detection systems are also explored. An intrusion occurs when a network's security 

policy is successfully violated (Zhou, Carlson, & Bishop, 2005). An Intrusion 

Detection System (IDS) is a temporary security solution for protecting computer 

systems that have been compromised. If an attacker tries to bypass a security feature 

such as authentication or a firewall, the system sends a notification or acts (Lee & 

Stolfo, 1998). (Sodiya & Akinwale, 2004) define intrusion Detection Systems (IDS) 

as systems that can detect both internal and external intrusions on a computer system 

and undertake some measures to eliminate them. (Kendall, 1999) Also identifies failed 

intrusion attempts, allowing for preventive steps and, in some cases, counter-

intrusions. Intrusion detection systems look for signs that an intrusion or attempted 

intrusion has occurred or is about to occur.  

  Data obtained from system probes, such as file system alteration monitors, or 

audit trails established by the operating system, network traffic flowing between 

systems, application logs, or data collected from system probes, could also be used to 

detect infiltration. (Kim, Lee, & Kim, 2014). A new hybrid intrusion detection 

technique within a decomposed structure: this method combines a misuse detection 

model and an anomaly detection model in a way that enables them to collaborate with 

one another. (Syed, Raza, & Biju, 2018) Analyzes the effectiveness of two open-

source intrusion detection systems (IDSs), Snort and Suricata, in identifying malicious 

traffic on computer networks. (Alazab A. , 2014)Presented the Intelligent Intrusion 
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 Detection and Prevention System, which is a hybrid of SIDS and AIDS 

(IIDPS). The IIDPS is linked to a reaction action in this study utilizing fuzzy logic, 

which is a novel approach. (Galal, Mahdy, & Atiea, 2016) Proposed a behavior-based 

characteristics model to define malware instances' destructive behavior. To get the 

proposed model, run a dynamic analysis on a recent malware dataset in a controlled 

virtual environment, capturing traces of API calls made by malware entities. In a 

signature-based network intrusion detection system (Hubballi & Vinoth, 2014) they 

analyzed existing false alarm minimizing strategies (NIDS). The authors suggest a 

taxonomy of ways to reduce false alarms in signature-based IDS, along with the pros 

and cons of each group. 

2.2 Overview of Computer Attacks 

  Any harmful behavior directed at a computer system, or the services supplied 

by the system is referred to as a "computer attack." Examples of possible attacks 

include malware, denial of service (DoS), and flaw exploitation, unauthorized use of 

services, phishing, and even physical attacks against computer hardware. An 

understanding of the various approaches that have been employed by crackers or even 

script kiddies will go a long way in helping develop a system that will safeguard 

institutions against the incursions of crackers. Hackers have deployed a broad array of 

tactics to break into systems, and these include, but are not limited to: 

a. Phishing 

            Frequent phishing attacks involve sending a substantial percentage of 

fraudulent emails to unwitting recipients while posing as reliable sources. Often, the 

fake emails look real, but they contain a web file or code that has been hacked. This 

gives attackers access to your device so they can control it, collect information, inject 

malicious scripts or files, or access information like user information, financial data, 
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and more. Phishing attacks can also happen on social media and other online 

communities when people send each other messages with a secret goal. 

b. Zero-day vulnerability 

             The term "zero-day exploit" describes the practice of taking advantage of a 

network flaw immediately after it has been discovered but before a patch has been 

released and/or installed. When a new vulnerability is found, zero-day attackers take 

advantage of it during a short window when there are no fixes or safety measures. 

Thus, combating zero-day threats needs ongoing monitoring, proactive detection, and 

adaptive threat management strategies. 

c. Configuration mistakes 

            Configuration errors may allow an attacker to obtain access to a network. 

These flaws could allow access without requiring any kind of authentication, such as 

when users are given guest accounts with no password restrictions. Users may be 

given administrative privileges inadvertently. A person can also gain the rights of 

other users by getting their passwords or breaking rules that keep them from getting 

in (Root attack) (Joseph, 2003). 

d. Masquerading 

             After observing the flow of traffic, the attacker can change a TCP packet or 

originate one but send it with a falsified source address to make it appear to be from a 

trusted source. The attacker can then send a Trojan, stop the service from working, or 

ask for sensitive information. 

e. Malware 

            The term "malware" refers to a wide variety of computer hazards, such as 

spyware, viruses, and worms. When a user engages in malicious behavior, such as 

clicking on a malicious link or opening an email attachment, malware can exploit a 
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vulnerability in the network and enter the system. Malware and malicious files on a 

computer system can deny entry to the network's vital components, retrieve data from 

the hard drive, and potentially render the system inoperable.  

  Malware is so pervasive that its methods of operation are diverse. Viruses are 

the most prevalent type, infecting applications by attaching themselves to the 

initialization procedure. The virus spreads across the computer system, infecting other 

programs. There are other ways that viruses can attach themselves to executable code 

or files. They can do this by making a decoy virus file with the same name but an.exe 

extension. 

f. Trojan horse 

            It is malicious software concealed within a legitimate program. A Trojan, 

unlike viruses, does not spread itself. It is usually used to make a backdoor that can 

be used by hackers. As for worms, unlike viruses, worms are self-contained programs 

that do not attack the host. They spread through networks and computers, not the host. 

Worms are frequently distributed using email attachments, which send a copy of 

themselves to every contact on the infected computer's email list. They're typically 

used to cause a denial-of service attack by overloading an email server. 

 

2.3 Why IDS? 

  While most of the above mentioned are prudent steps towards network 

security, an IDS provides an in-depth view by detecting and logging hostile activities. 

It can watch over the network whenever other protective measures are bypassed. 

We also need an IDS despite having a firewall because firewalls simply shut off all 

communication and turn on only a small amount of well-chosen traffic. It does not 

have the capability to detect internal attacks. 
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  Firewalls are typically used at the network's perimeter, where they can only 

monitor and potentially restrict incoming and outgoing traffic. However, a larger 

proportion of malicious attackers may exist within the network. Protecting the network 

from internal attacks through a boundary firewall will thus be almost impossible. 

2.4 Intrusion Detection System (IDS) 

  An intrusion detection system (IDS) is a defensive measure component that 

protects computer systems and networks from being attacked. Intrusion is defined as 

the process of an information system user performing an action unlawfully. Inside or 

outside, intruders who go over their authorized limits to execute an action are 

considered intruders. Even if the behaviour does not cause harm, it is cause for concern 

because it may harm the service provided by the system or the system's health. 

Intrusion detection entails explaining the harm or gain sought by an invader to a single 

entity attempting unauthorized access to a system. None of the automated detection 

approaches now available to us is sufficient to recognize an intruder before they start 

interacting with the system used. Meanwhile, regular precautions are taken to avert 

intrusion.  

  The system administrators are in charge of this. These can include things like 

it requires that the user give the password ahead of time. Gain access to any system 

you want, barring all or some access. The familiar connection to the network and 

physical access. 

 To gain access, an intruder may exploit weaknesses that an intruder may exploit. 

The goal of an IDS is to identify types of malicious network traffic and computer usage 

that even a traditional firewall cannot identify. This is essential to achieving effective 

protection against actions that potentially ruin computer systems' availability, 

integrity, or confidentiality.  
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  Signature-based IDS (SIDS) and anomaly-based IDS (AIS) are two broad 

categories of intrusion detection systems (AIDS). Based on their structure, IDSs can 

be roughly divided into the following five categories: network-based IDSs (also 

known as NIDS), host-based IDSs (also known as HIDS), distributed IDSs (also 

known as DIDS), protocol-based IDSs (also known as PIDS), and application-based 

IDSs (also known as APIDS) (APIDS). 

 

2.4.1 Network-Based Intrusion Detection System (NIDS) 

 A whole network segment, or subnet, is monitored by the NIDS. This is 

accomplished by altering the NIDS network interface card's mode (NIC). Normally, a 

network interface card (NIC) works in a non-promiscuous mode, listening only to 

packets destined for its own MAC address. Other packets are ignored rather than being 

pushed up the stack for analysis. The NIDS must accept all packets and forward those 

up the stack to monitor all traffic on the subnet, not only those addressed to the NIDS 

machine. Promiscuous mode is the term for this. The NIDS can listen in on all 

communications on the network segment in promiscuous mode. That is not, however, 

all that is required to ensure that your NIDS can listen to all traffic on the network. All 

packets on the subnet must be sent to your NIDS by the network device directly 

upstream of your NIDS.   

 Network intrusion detection systems (NIDSs) monitor network traffic for 

specific network segments or devices and analyze network and application protocol 

activity to detect suspicious activity. It can recognize a wide range of occurrences of 

interest. A NIDS has the advantage of having no impact on the systems or networks it 

monitors. It doesn't put any additional strain on the hosts, and an attacker who 
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compromises one of the monitored systems can't access the NIDS and may not even 

be aware of it. 

2.4.2 Host-Based Intrusion Detection System (HIDS) 

  The network card of a system with a HIDS installed generally runs in non-

promiscuous mode, as it is primarily responsible for protecting the system on which it 

resides, not the entire subnet. HIDSs are systems that look for suspicious activity by 

monitoring the characteristics of a single host and the events that occur within that 

host. Network traffic (just for that host), system logs, ongoing processes, application 

activity, file access and modification, and system and application configuration 

changes are examples of the types of features a host based IDPS might monitor. 

  Most host based IDSs go after critical hosts, like servers that anyone can access 

and servers that hold sensitive data. 

 

2.4.3 Distributed Intrusion Detection System, or DIDS 

  It consists of a network of NIDS, HIDS, or both sensors that are spread 

throughout your organization and report to a central correlation system. A DIDS 

system with four sensors and a centralized administration station. The public servers 

are protected by the NIDS 1 and NIDS 2 sensors, which operate in stealth promiscuous 

mode. The sensors NIDS 3 and NIDS 4 protect the host systems in the trustworthy 

computing base. One benefit of using DIDS for analysis is that you can keep an eye 

overall system, the whole network, or just one host. 

 

2.4.4 Protocol-Based Intrusion Detection (PIDS) 

  Protocol-based intrusion detection systems (PIDSs) are systems or agents that 

are permanently installed at the server's front end and are responsible for controlling 
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and translating the protocol used by clients to communicate with the server. It does 

this by monitoring the HTTPS protocol live feed on a continuous basis and 

recognizing the HTTP protocol that is associated with it. This is done to secure the 

web server. For this system to make use of HTTPS, it would need to remain in this 

interface. This is what happens because HTTPS data isn't encrypted until it gets to the 

web presentation layer. 

 

2.4.5  Application Protocol-based Intrusion Detection System (APIDS) 

              A system or agent that, in most cases, resides within a collection of servers is 

referred to as an Application Protocol-based Intrusion Detection System, or APIDS. 

It detects attacks by keeping tabs on network traffic and understanding the context of 

those messages according to predefined protocols for applications. This would, for 

example, keep an eye on the middleware's SQL protocol as it talks to the web server's 

database. 

 

2.4.6 Signature intrusion detection systems (SIDS) 

            (SIDS) use pattern matching techniques to detect known attacks; they're also 

known as Knowledge-based Detection or Misuse Detection (Khraisat, A, I, & P, 

2018). Matching algorithms are employed in SIDS to locate a previous intrusion. 

To put it another way, an alarm signal is dispatched whenever the signature of an 

attack matches the signature of a previous attack that is already stored in the signature 

database. To detect malicious activity, SIDS analyzes a host's logs for specific patterns 

of behavior or command execution. In the literature (Modi, et al., 2013), SIDS has 

also been called Knowledge-Based Detection or Misuse Detection. 
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            The fundamental concept is to create an intrusion signature database, compare 

current activities to existing signatures, and raise an alarm if a match is detected. One 

possible result of a rule with the form "if: antecedent-then: consequence" is the phrase 

"if (source IP address=destination IP address), then label as an attack. “For previously 

known incursions, SIDS usually provides good detection accuracy (Kreibic & 

Crowcroft, 2004). SIDS, on the other hand, has trouble identifying zero-day attacks 

since no matching signature exists in the database until the new attack's signature is 

extracted and stored. SIDS is used in a variety of standard tools, like Snort (Roesch, 

1999) and netstat (G & RA, 1999). 

 

2.4.7 An Anomaly Intrusion Detection System 

             Intrusion detection system based on anomalies (AIDS) Because of its ability 

to surpass the limitations of SIDS, AIDS has piqued the interest of many academics. 

A normal model of a computer system's behavior is built-in AIDS by utilizing machine 

learning, statistical-based, or knowledge-based methods. An anomaly is defined as a 

significant difference between observed behavior and the model, which can be 

construed as an incursion.  

  This set of approaches is based on the notion that harmful conduct varies from 

normal user behavior. Intrusions are anomalous user behaviors that differ from usual 

behavior. The training phase and the testing phase are the two stages in the 

development of AIDS. The usual traffic profile is utilized in the training phase to build 

a model of normal activity, and a new data set is used in the testing phase to determine 

the system's ability to generalize to previously unseen intrusions.  

            AIDS can be classed into several groups based on the training approach 

employed, such as statistical, knowledge-based, and machine learning-based (I, SD, 
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& R, 2014). The key advantage of AIDS is the ability to detect zero-day attacks 

because it does not rely on a signature database to detect aberrant user behavior 

(Alazab, Hobb, Abawajy, & Alazab, 2012). When the examined behavior varies from 

the norm, 

AIDS sends out a warning signal. AIDS also provides several advantages. To begin 

with, they can detect internal harmful activity. It sounds an alarm if an intruder starts 

making transactions in a stolen account that can be seen in normal user activity. 

Second, a cybercriminal's ability to distinguish between a normal user and a malicious 

user is quite strong. Because the system is made up of different profiles, it can act in 

a way that doesn't raise an alarm. 

 

2.5 Comparison of IDS with Firewalls: 

             IDSs and firewalls both try to keep a network safe, but an IDS is different 

from a firewall in that it looks outside the network for intrusions to prevent them from 

happening. Firewalls prevent intrusions by preventing access between networks. 

However, if an attack originates from within the network itself, the firewall will not 

detect it. An intrusion detection system looks for it after something suspicious has 

happened and sounds an alarm 
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FIREWALL IDS 

A firewall is a piece of hardware or 

software that works in a networked 

environment to prevent unwanted access 

while allowing permitted traffic. 

An intrusion detection system, or IDS, is 

a piece of software or hardware that 

watches a network (in the case of a 

HIDS) or a host (in the case of a NIDS) 

for attempts to break in and then alerts 

the right people. 

A firewall can prevent unwanted network 

access (e.g., a watchman standing at a gate 

can block a thief). 

An intrusion detection system (IDS) can 

only report an intrusion; it cannot stop it 

(e.g., a CCTV camera can alert about a 

thief but cannot stop it). 

A firewall cannot identify security breaches 

in traffic that does not travel through it. 

IDS can protect the inside of a computer 

or network by gathering information 

from a wide range of system and network 

resources and looking for signs of 

security problems. 

Permitted traffic is not inspected by the 

firewall. 

An IDS monitors the entire network. 

To an outsider, the firewall is the most 

visible aspect of the network. As a result, 

they are more likely to be assaulted first. 

IDS are notoriously difficult to detect in 

a network (especially in stealth mode). 

Table 2. 1 Difference between Firewall and IDS 
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2.6 IDS-related features. 

1. Searches are done based on many things, such as the destination and 

source addresses, the ports, and the time. 

2. Packet viewing is used to display distinct elements of a packet. You can 

also display various payload and header items. 

3. Alerts can be handled by creating alert classes, deleting them, exporting 

them, and forwarding them to an email address. 

4. For graphical analysis, protocol, time, port numbers, classes, and IP 

addresses are used as inputs to make charts. 

5. Snapshots of the Alerts database are also taken. You can, for example, 

see the last 24 hours' worth of notifications, as well as frequent and 

distinctive alerts. 

6. The owner of a certain IP address that is causing an assault on your 

network might be discovered by utilizing several databases on the 

Internet. Based on this information, we can communicate with that 

person to put a stop to it. The databases contain information about the 

owner's IP addresses and domain names. 

 

2.7 Snort 

  Snort is a lightweight and widely used network intrusion detection and 

prevention system (IDS/IPS) for defending against attackers. Open-source software 

was created in 1998 by Martin Roesch using the C programming language and has 

undergone continuous revision and improvement for more than a decade. Snort is 

compatible with practically every computer architecture and operating system. It has 

now evolved into a global network intrusion detection and prevention system. 
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  Furthermore, Snort-IDS can do an in-depth analysis of data flow and protocol, 

as well as create real-time alerts. It scans and compares the data packets in network 

traffic with the rules for detecting anomalous data packet traffic. Snort-IDS rules are 

written in a one-line format. It's simple to read and understand, and it's also adaptable. 

Packet Decoder, Preprocessor, Detection Engine, Logging, and Alerting are the 

fundamental components of Snort-IDS. 

Snort's flow work is divided into six sections: catching data packages; examining data 

code; preparing data packages; parsing rules; detecting engines; and logging. Snort 

works with rules, which are detection signatures. 

  Snort is configured to log traffic streaming into a private network. The 

information gathered is then utilized to determine whether an IDS system is necessary 

on the protected network. The intrusion detection system, Snort, was chosen because: 

1. It's an open-source intrusion detection system, for starters. As a result, it's 

useful in situations where NIDS sensors aren't cost-effective. 

2. It’s a small and light application. When it comes to resource use, it is cost -

effective. 

3. Snort may be set up to not only detect infiltration but also prevent it. 

4. Snort uses open-source flexible rules as well. Snort's database contains over 

2400 attack signatures (Hwang, 2007). The rules can be readily tweaked to 

match the requirements of the user. 

5. Snort is compatible with both Linux and Windows systems. It's also one of the 

most popular IDSs (Hwang, 2007), and I found a lot of information about it. 

There are two types of basic criteria for snort configuration: functional and non-

functional needs. The following are the functional requirements: 
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a. To improve the effectiveness of the IDS, the configuration is connected to 

some intrusion prevention systems. Firewalls, Virtual Private Networks 

(VPNs), and even subnetted networks are examples of these. 

b. Although IDSs come with up to 256MB of random-access memory (RAM), 

this limited RAM can cause packets to be dropped by the IDS. Sensors now 

have a total of 1024 MB of RAM when they leave the factory. 

c. The network is segregated using a layer two switch. To switch packets, the 

switch uses MAC addresses. A layer three switch, on the other hand, would be 

preferable for granule growth. 

d. Layer 3 switches (VLANs) could also be integrated with a layer three switch 

(VLANs). VLANs make networks safer by separating them in a way that lets 

different groups, like students, administrators, and support staff, use the same 

infrastructure. 

 

2.8  PfSense 

            PfSense is a free, open-source FreeBSD customized distribution designed for 

use as a firewall and router, with everything managed using a simple web interface. 

The web-based GUI configurator is the name of this online interface. To deploy and 

use pfSense, no prior knowledge of FreeBSD is required; in fact, the bulk of the user 

base has never used FreeBSD outside of pfSense. Snort is a collection of additional 

extension features for pfSense that allows you to set up and customize signature rules. 

pfSense is a well-known project with hundreds of installations ranging from modest 

home networks covering a single machine to huge enterprises, universities, and other 

institutions. Any hardware that is supported by the FreeBSD version in use is 

compatible with pfSense.cal 
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CHAPTER THREE 

METHODOLOGY 

3.1.      Method of Identification of User and System Requirements 

             Using a systematic review method for identifying, the user and system 

requirements of the software system were identified during this project. The 

techniques used in highlighting the system requirements of the software includes; 

Nonfunctional requirements that specify criteria that can be used to judge the operation 

of the system, functional requirements which describe the services the software must 

offer, Hardware requirements, and the Software requirements. 

During the course of the development of the system, the user requirements 

were identified and they include; basic user requirements. In this chapter, the 

following models; Use case, Sequence, Activity, class, and System architecture, that 

were used in the system design would be adequately discussed. This chapter would 

also talk about the method of system implementation. Finally approaches to testing 

the system would be highlighted. 

3.1.1     Identification of users' requirements 

             This section discusses the functional and non-functional requirements of the 

system being developed. It highlights the requirements for system implementation. 

Also described in this section are the hardware and software requirements for the 

development of the system. 

a. The non-functional requirements 

      The non-functional requirements of the system include: 

i. Providing physical security to network devices 

ii. Develop best practices for utilizing networked resources. For instance, 

password selection and use. 
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iii. Establishing a network of educational opportunities for students and 

employees 

b. Functional requirements: 

i. Users will be seeing the firewall logs and alerts 

ii. Users will be seeing the snort alerts and blocked host 

c. Hardware requirements: 

             The desktop for the server should be at least 64 bits, have a minimum of 2GB 

of memory, a minimum of 10GB of storage space, at least a 4-port switch, and standard 

internet flow from an Ethernet port network, either from a router or from modem. 

d. Software requirements: 

              The software required to implement this system includes Pfsense, a system 

with a good bios for installation, a snort package, and oinkcode. 

3.1.2  Identification of user requirements 

           This section highlights the system and user requirements of the system. 

a. System admin requirements 

       The network administrator has been assigned the role of administrator for this 

project. 

The admin can scan through the network and check the alert log entries. The admin 

is also responsible for any information seen on the logs and is responsible for the 

management of the network and the system. 

 

3.2  System Design Methods 

The system design was specified using relevant UML diagrams such as use 

case diagram, sequence diagram and activity diagram. The system architecture was 

also designed and described in this section. The UML diagrams used in designing the 
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system represent various functions that are available on the system and how they are 

used by the users of the system as identified in the previous section. 

3.2.1  Diagram of use-cases 

             The figure 3.1, described below, presents the admin of this system and the 

various actions that they can perform on the system. It also talks about their different 

roles and conditions for the admin to perform various activities and for those activities 

to be termed as successful. 

3.2.2  Activity flowchart 

             Figure 3.2 below describes the flow of activity in the system. Once the user 

requests to log in, if the request is successful, the user logs in to the server. If the login 

was unsuccessful, the user is prompted to try again. If a user logs in as a network 

administrator, then the user can perform the following activities: change 

configurations, check the traffic graph, and view the firewall logs and alert log entries. 

3.2.3  Classification diagram 

            Figure 3.3 below describes the class diagram of the system. The class diagram 

shows the relationship between the system entities. The attributes of each of these 

entities represent columns of the tables that they model in the database. The user class, 

which comprises properties that define the user of the system (Network administrator), 

also contains methods that are used for performing different operations and objects of 

this class. 

3.2.4  System structure 

  The system architecture in Figure 3.4 below depicts that the system presented 

is navigated to the IDS server. The server talks to the routes that have been set up to 

serve the right page and do what needs to be done. 
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Figure 3. 1 System use case diagram 
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Use case Name Check alerts 

Actors Admin 

Flow of Events Admin navigates to the snort 

Admin selects a alert and block page 

Admin selects scrolls through the alerts 

Entry Condition Admin must be logged in to the server 

Exit condition The admin checks for rules and alerts. 

Quality 

Requirements 

The admin must successfully examine the alerts and block the hot who 

are tagged dangerous or suspicious. 

Table 3. 1 Assign role use case 
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Figure 3. 2 Activity flowchart of the system 
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Figure 3. 3 Classification diagram of the system 
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Figure 3. 4 System structure of the system 
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3.3 System Implementation 

            In practice and experimentation, I use Snort packages as an extension feature 

of the pfSense system, which runs on Bare Metal. The code name of this project is 

"IsaacIDSsever". The structure of the network.  

The configuration and setup steps are as follows: 

• Install pfSense 

• Configure the WAN interface and enable the LAN interfaces. 

• Enable the routing of internet traffic through a private IP (192.168.168.2)  

• Install the Snort packages and their dependencies. 

• Create a license agreement.  

• Get Oinkcode 

• Install and update the rules. 

• Create policy rulesets. 

• Monitoring alerts, reports, and activity blocks 

          Furthermore, pfSense does not have its own IDS feature, but it does have a 

package system using which other software packages can be integrated with pfSense. 

It uses the Snort package for using IDS services.  

           Snort provides IDS/IPS services. It is used for blocking and creating log 

information about ongoing network activity. To install snort on pfSense, the user can 

locate it under System/Packag Manager/Available packages. Search for snort and hit 

the Install button. It will be installed after confirmation. After installation, users can 

manage snort services under Services/Snort. Snort VRT Rules require a paid 

subscription, but users can also register for a free trial. The GPLv2 Community Rules 

and Emerging Threat Open Rules are available for free. 

Users must configure the package to use Snort Services. 
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A. Global Settings 

  Global Settings let users choose IDS package rules. Navigate to 

Services/Snort/Global Settings. The user must enable one IDS rule and set an update 

interval. An update interval is a timer that is used for checking whether the package is 

up to date or not. 

B. Snort Interfaces 

  Navigate to Services/Snort/Snort Interfaces. Click the Add button to add an 

interface for implementing the Snort service. This will lead to a new setting tab where 

the user can choose an interface. Once the interface has been added, users can set 

policies under Services/Snort/Snort Interfaces/Categories/Categories. VRT offers 

three preconfigured IPS policies (Connectivity, Balanced, and Security) that facilitate 

user implementation. Interface Rules can be managed under Services/Snort/Snort 

Interfaces. 

C. Updates 

  The Update tab is useful for managing updates. It contains information about 

the rules, such as the MD5 signature hash and the MD5 signature date. It shows the 

last updated details. The user can update the rule or force an update to download and 

enable the rule package. A user can also view or clear the rule log. The path to the 

Update Tab is Services/Snort/Updates. 

D. Alerts 

  The Alert Tab contains Alert Log View Settings, Alert Log View Filter, and 

Last Alert Log Entries. Alerts provide notification services for any faulty network 

events. A user can limit the number of log entries and can download or view the alert 

log at any time. The path to the Alerts Tab is Services/Snort/Alerts. 
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E. Blocked 

  The Blocked Tab is used for blocking a logical address that the admin does not 

want to allow network access. The path to the Blocked Tab is Services/Snort/Blocked. 

F. The Pass List 

  The Pass List functions similarly to the whitelist. It contains a list of IP 

addresses that should not be blocked by the IDS. Navigate to Services/Snort/Pass 

Lists. A user can create a pass list by clicking on the Add button. The General 

Information (Name, Description), Auto-Generated IP Addresses, and Custom IP 

Addresses can be found on the Pass List Edit Tab. 

 

3.3.1 The Network Setup 

             Different intrusion detection systems can be deployed to protect different 

sections of the network. The WAN, which is the private network, will be connected to 

the server, which is the IDS. Then it will be connected to the second server that 

controls the bandwidth (pfense) and then to the server that distributes the bandwidth 

(radius manager). 
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CHAPTER FOUR 

IMPLEMENTATION AND RESULT 

  This chapter presents the results of the intrusion detection system and a 

description of the results obtained. This section covers the result of the system, 

implemented with Pfsense and Snort. 

 

4.1  The result of the successful installation of pfsense 

            The result of installing pfsense server on the system. The pfsense page is access 

by using the default LAN IP address of 192.168.1.1, which will come on the pfsense 

server. The computer connected to the server via a LAN cable needs to change the IP 

address to 192.168.1.3 to be on the same network, and if you change the IP address 

on the server, you must put it in the corresponding network and subnet mask. Then 

the page is access by writing the address into a browser. Figure 4.1: The server page 

and admin login page pop up when you tap on advanced. 

Fig. 4.2: The admin login page is linked to the home page, which contains system 

information such as name of the system; user; BIOS; version of the pfsense software 

and when it was installed; CPU type; hardware crypto; MDS Mitigation; Uptime; and 

more. The most recent configuration change, the size of the state table, MBUF usage, 

load average, CPU usage, Memory Usage, SWAP Usage, Interfaces, Firewall, Logs, 

Traffic Graphs, and the current date and time are displayed. 

 

4.2  Result of the Configuration of the Network Interfaces and Firewall 

             Figure 4.3 and 4.4 shows the result of the configuration page of the WAN and 

LAN interfaces. This page consists of the available options to pick from to get the 

WAN interface to receive internet from the source. The WAN is DHCP, which allows 
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the system to give an IP address to the devices connected to it by LAN. The same 

thing applies to the LAN interface, but the LAN interface will get a static IP address 

(192.168.168.2 with a subnet mask of 255.255.255.0), and it is important to disable 

bogus and do port forwarding using NAT (network address translation). 

            Figure 4.5 and 4.6 shows the result of the configuration page of the firewall 

rules for wan and LAN. This allows the admin to pick the connection from which he 

wants to allow access to the network and can block traffic from going from the LAN 

or wan to a particular IP address. In addition, the admin can pick the protocol that is 

most convenient, i.e., TCP, UDP, or any of the protocols. The same process will be 

done for WAN and LAN. You can also block some ports from receiving traffic. 

           Figure 4.7 depicts the outcome of the firewall log. The firewall logs shown on 

the home page at the side of the system information tab. The table shows the time in 

real time, and the interface is either LAN or WAN. In addition, it shows the source IP, 

which is the IP where the traffic is coming from, and the destination IP, which is the 

IP where the traffic is going too 

. 

4.3 Result of the successful installation of Snort 

            Figure 4.8 and 4.9 shows the result of a snort in pfsense on the server. The 

package can be gotten from the system icon above. Tap on the advanced package 

manager and move to the package manager. There you will see the package manager 

and available packages. Search for Snort and install it. The snort will take a few 

minutes to install, after which it will ask for an oinkcode, which can be gotten from 

the snort website after you sign up and have an account. Snort is accessible via the 

service icon at the top of the tab. 
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4.4 Results of the configuration of the network interfaces 

           Figure 4.10 and 4.11 shows the result of the snort interfaces and global settings. 

The interfaces are configured on a page, which is where the rules will be picked. It is 

also where most of the rules depend on the interface. There are a series of rules and 

configurations that can be picked depending on how the admin wants the server to be. 

The second page after the interface is Global Settings. These are settings like OpenID 

detectors, rules update intervals, general settings, blocked hosts, and the place where 

you input your oinkcode. 

           Figure 4.12 shows the result of the update rules and interface rules. The update 

rules page is the page where the rules enabled in the global settings are downloaded. 

This is an important part of the IDS. After the rules have been updated, the rules will 

come, and you can also add more rules on the interfaces depending on the options you 

want to do. 

           Figure 4.13 shows the result of the WAN AND LAN interface activation page, 

and this is where the rules are being pushed on to the network to start scanning and 

taking logs of the activities on the network. Also, the rules add to the memory usage. 

 

4.5 Results of the IP addresses and host alerted and block by snort 

             Figure 4.14 shows the result of the alerts and the blocked host. It displays the 

list of activities shown on each scanned device on the network. As it scans through 

the network, it keeps a list of alert log entries which consist of the date, pri (primary 

rate interfaces), protocol, class, dport, SID (security identify), destination ip, and 

description. Also, you can change the alert settings from both to DST (destination) or 

SRC (position of source). This will show the log view of the blocked hosts. 
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Figure 4. 1 (Server page and Login Page) 
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Figure 4. 1 (Homepage) 
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Figure 4. 2 (Wan interface) 
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Figure 4. 3 (LAN interface) 
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Figure 4. 4 (Rules for LAN) 
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Figure 4. 5 (Rules for WAN) 
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Figure 4. 6 (Firewall logs) 
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Figure 4. 7 (snort package) 

 



`` 

49 

 

 

Figure 4. 8 (Oincode) 

 



`` 

50 

 

 

Figure 4. 9 (snort interfaces) 
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Figure 4. 10 (Global settings) 
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Figure 4. 11 (update rules and interface rules) 
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Figure 4. 12 (WAN and LAN interface activation page) 
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Figure 4. 13 (alerts and the blocked host) 
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CHAPTER FIVE 

SUMMARY, CONCLUSION AND RECOMMENDATION 

5.1.  Summary 

             This study developed an intrusion detection system that allows the network 

administrator to effectively monitor access of intrusions or suspicious acts using alerts 

as well as check traffic. The user and system requirements that were necessary to be 

met by the system were identified alongside the software and hardware requirements 

of the system during this study. 

5.2.  Conclusion 

            In conclusion, this study has designed and implemented an intrusion 

detection system that solves the challenges of an intrusion or suspicious activity. The 

study was able to identify the various constraints that characterized this process and, 

by this define the system and user requirements.  

           The designs of this system were also adequately specified with relevant 

diagrams so as suit to the expected functions of the proposed system. The system 

itself has some limitations on its implementation due to the numerous malware and 

malicious software being created nowadays. More rules need to be created and 

updated. 

5.3.  Recommendation 

            This system's identification mechanism can be enhanced; the system uses 

signature-based software, which might not see some activity if it is malicious. If this 

happens, it is advisable that the administrator add an anomaly-based system to make 

it a hybrid system which combines the two so it can detect other malicious attacks. 
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